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Cl. CHAPTER 1

SECURITY ASSISTANCE OVERVIEW

C1.1. SECURITY ASSISTANCE PROGRAMS

C1.1.1. Definition and Purpose. Security Assistance is a group of programs, authorized by
law, that allows the transfer of military articles and services to friendly foreign Governments.
Security Assistance transfers may be carried out via sales, grants, leases, or loans and are
authorized under the premise that if these transfers are essential to the security and economic
well-being of allied Governments and international organizations, they are equally vital to the
security and economic well-being of the United States (U.S.). Security Assistance programs
support U.S. national security and foreign policy objectives. They increase the ability of our
friends and allies to deter and defend against possible aggression, promote the sharing of
common defense burdens, and help foster regional stability. Security Assistance can be the
delivery of defense weapon systems to foreign Governments; U.S. Service schools training
international students; U.S. personnel advising other Governments on ways to improve their
internal defense capabilities; U.S. personnel providing guidance and assistance in establishing
infrastructures and economic bases to achieve and maintain regional stability; etc. When we
assist other nations in meeting their defense requirements, we contribute to our own security.

C1.1.2. Types of Security Assistance. Table C1.T1. outlines some of the major types of
Security Assistance and identifies the department (Department of Defense or Department of
State (DoS)) that administers the program. Each program or activity is described in more detail
in later chapters of this Manual.

Table C1.T1. Major Types of Security Assistance Programs

Type of Security Assistance Program Administered by:

1 Foreign Military Sales (FMS) DoD
2 Foreign Military Construction Services (FMCS) DoD
3 Foreign Military Sales Credit (FMSCR) DoD
4 Leases DoD
5 Military Assistance Program (MAP) DoD
6 International Military Education and Training (IMET) DoD
7 Drawdown DoD
8 Economic Support Fund DoS
9 Peace Keeping Operations (PKQ) DoS
10 |International Narcotics Control and Law Enforcement (INCLE) DoS
11 Nonproliferation, Anti-Terrorism, Demining, and Related DoS

Programs (NADR)
12 Commercial Export Sales Licensed Under the Arms Export DoS

Control Act (AECA) of 1976, as amended (reference (c))
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C1.2. AUTHORITIES FOR SECURITY ASSISTANCE

C1.2.1. Legislative Authorities for Security Assistance. Security Assistance authorizations
and appropriations are provided primarily under three public laws: the Foreign Assistance Act
(FAA) of 1961, as amended (reference (b)); the Arms Export Control Act (AECA) of 1976, as
amended (reference (c)); and annual appropriations acts for Foreign Operations, Export
Financing and Related Programs. Each year, the Administration submits a Security Assistance
appropriations budget request as part of the President’s budget submission. The Administration
may also request legislative amendments to authorization laws from Congress. Congress
reviews the request, authorizes and appropriates funds, and enacts necessary legislative
amendments for carrying out Security Assistance programs. Standing authorizations relate to
programs 1-7 shown in Table C1.T1. Programs 3, 5, 6, 8, 9, 10, and 11 are U.S. Government
(USG)-financed programs that require annual appropriations from Congress. Appropriations
may also be requested to reimburse the Department of Defense for the value of items furnished
under Military Assistance Drawdown. In the event appropriations are not enacted prior to the
beginning of the fiscal year, essential activities are usually carried out under a Continuing
Resolution Authority (CRA). The CRA is a temporary or stopgap appropriation made by
Congress.

C1.2.2. Annual Legislative Initiatives for Security Assistance. Each year the Defense
Security Cooperation Agency (DSCA) solicits input from the Military Departments (MILDEPS),
other defense agencies, and Combatant Commands, through the Chairman of the Joint Chiefs of
Staff, regarding the upcoming year’s Security Assistance legislative initiatives. These initiatives
are reviewed for submission within the Administration’s proposed annual foreign aid and
defense legislation. DSCA forwards its legislative proposals to the Office of the General
Counsel, Department of Defense (OGC, DoD) for departmental and interagency coordination.
The OGC, DoD submits the initiatives to the Office of Management and Budget (OMB) for
approval prior to submission to Congress.

C1.2.3. Executive Orders for Security Assistance. Detailed Security Assistance
requirements are also found in Executive Order (E.O.) 11958 (reference (e)). This Executive
Order allocates authority and responsibility for Security Assistance principally to the Secretary
of Defense and the Secretary of State. The Secretary of Defense authority is further delegated to
the Undersecretary of Defense, Policy (USD(P)) and to the Director, DSCA, in DoD Directive
5105.65 (reference (a)).

C1.2.4. Requlations and Manuals for Security Assistance

C1.2.4.1. Security Assistance activities must be in compliance with law, this Manual and
additional policy guidance issued by DSCA, the Secretary of Defense, and the Secretary of State.
Implementing Agencies may supplement this Manual with internal regulations or policy
guidance covering details unique to their organizations. Supplements must be consistent with
this Manual. Information copies of the supplements must be sent to DSCA (Policy, Plans, and
Programs Directorate).

C1.2.4.2. Other DoD regulations and manuals that cover specific program details relating
to Security Assistance are referenced throughout this Manual. Identify any inconsistencies
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between these regulations and this Manual to DSCA (Policy, Plans, and Programs Directorate)
for resolution.

C1.3. PLANNING FOR SECURITY ASSISTANCE

C1.3.1. General. Long-range Security Assistance planning assists friendly and allied
Governments to identify and assess their military capabilities and requirements. The USG
welcomes consultation with friends and allies regarding planning to meet their defense needs or
to undertake research, development, production, and logistics support programs of mutual
interest. Information obtained through consultation is important in the planning process and
helps ensure orderly program implementation.

C1.3.1.1. The necessary planning for follow-on support, training, and other elements of
continuity should accompany the transfer of end-items. The “total package approach” ensures
items can be operated and maintained in the future.

C1.3.1.2. DoD Security Assistance planning activities must be consistent with U.S.
military strategic plans and objectives, policy guidance issued by the Secretary of Defense and
policy guidance issued by the Secretary of State. See DoD Directive 5132.3 (reference (f)).

C1.3.2. Responsibilities for Security Assistance. The primary responsibilities for Security
Assistance planning are quoted from the corresponding document (if applicable) below.

C1.3.2.1. Defense Security Cooperation Agency (DSCA). “Direct, administer, and
provide overall policy guidance for the execution of security cooperation and additional DoD
programs....” DoD Directive 5105.65 (reference (a)).

C1.3.2.2. Chairman of the Joint Chiefs of Staff. “Coordinate security assistance with
military plans and programs and provide the Secretary of Defense with military advice
concerning security assistance programs, actions, and activities...” DoD Directive 5132.3
(reference (f)).

C1.3.2.3. Combatant Commands. “...provide to the JCS a military assessment and
impact upon security assistance programs within their respective areas of responsibility...” DoD
Directive 5132.3 (reference (f)).

C1.3.2.4. Military Departments (MILDEPs) and Other Implementing Agencies.
MILDEPs and other Implementing Agencies provide information for Security Assistance
planning (e.g., information related to production capacity).

C1.3.2.5. Security Assistance Organizations (SAOs). “...evaluation and planning of the
host Government’s military capabilities and requirements;...” FAA, section 515(a) (reference

(b)).

C1.3.2.6. Secretary of State. “...the continuous supervision and general direction of
economic assistance, military assistance, military education and training, including ...
determining whether there shall be a security assistance program and the value thereof, to the end
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that such programs are effectively integrated both at home and abroad, and that the foreign
policy of the United States is best served thereby.” FAA, section 622(c) reference (b).

C1.3.2.7. Foreign Government. Foreign Governments determine their security
objectives based on their own priorities.

C1.3.3. Planning Considerations for Security Assistance. Security Assistance planning
capability varies from country-to-country. Crises, conflicts, and other events may change
program direction and overall financing options.

C1.3.3.1. Security Assistance plans consider the economic capabilities of the foreign
Government, the support provided by third parties, and the overall U.S. and regional
conventional arms transfer policies. The amount and type of military equipment that a country
can support is also considered. Security Assistance plans emphasize the country’s capabilities to
organize, employ, and manage national resources allocated to defense. Plans should be
consistent with overall political, economic, technological, and national security goals of the
United States.

C1.3.3.2. A “needs assessment” is a critical part of long-range Security Assistance plans.
The assessment lists items that the country team believes necessary to maintain the country’s
defense.

C1.3.3.3. Discussions and correspondence between DoD representatives and foreign
officials on the development of plans, programs, and related data are conducted with the mutual
understanding that the discussions do not constitute or imply any commitment on the part of the
United States. See DoD Directive 2100.3 (reference (Q)).

C1.3.4. Planning Activities and Tools. Several tools exist to aid the Security Assistance
planning process.

C1.3.4.1. Military Assistance Budget Process. For the purposes of this section, military
assistance is defined as Foreign Military Financing (FMF) and International Military Education
and Training (IMET). The Military Assistance Budget is under the direct purview of the DoS
and is included in its International Affairs Budget request to OMB. The Secretary of State is the
final authority on what funding levels are included in the DoS budget request. Military
assistance funding, appropriated by the U.S. Congress, is provided to the Department of Defense
by the DoS to execute the authorities in FAA, sections 503(a) and 541 (reference (b)) and
AECA, section 23 (reference (c)). Military assistance funding is administered by DSCA.

C1.3.4.1.1. Military Assistance Budget Call. Within the DoS, the Bureau of Political
and Military Affairs (DoS(PM)) is the focal point for the Military Assistance Budget. DoS(PM)
issues the budget call to DSCA and sets the deadline for the budget submission. Upon receipt of
the budget call, DSCA (Legislative and Public Affairs Directorate) sends a cable to all SAOs,
Combatant Commands, and the Chairman of the Joint Chiefs of Staff providing details of the
budget call.

C1.3.4.1.2. Strategic Guidance and Priorities. The Secretary of Defense’s guidance
serves as the overarching strategic guidance for FMF and IMET Budget development. Approved
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regional Combatant Command plans are also used in developing the annual FMF and IMET
Budget recommendation. FMF and IMET Budget requests should reflect the Secretary of
Defense’s strategic priorities as funding constraints exist with any budgetary process and
resources are not limitless.

C1.3.4.1.3. Mode of Military Assistance Budget Submissions. Budget requests are
submitted and maintained using the FMF and IMET Budget Formulation and Submission Tool
via the World Wide Web. The web tool provides a central, on-line repository of FMF and IMET
budgetary data that provides a timely, efficient, and visible method for budget development and
subsequent reporting. SAOs that have difficulty accessing the web tool may submit their data
via another mode for import into the web tool. SAOs should submit requests to use the alternate
mode to the appropriate Combatant Command who requests approval from DSCA.

C1.3.4.1.4. Scope of Military Assistance Budget Submissions. Military Assistance
funding is a key tool in promoting foreign policy and national security objectives. As such, it is
imperative, based on the congressionally mandated National Security Assistance Strategy
(NSAS) reporting, that DSCA incorporate a long-term strategy into the Military Assistance
Budget process. Therefore, budget submissions incorporate the following elements: 5 years of
out-year program requirements; objective-oriented input detailing what needs to be accomplished
and why, how long it takes, and the desired end state; justifications that detail what is required in
the way of materiel and/or services and why this is critical in meeting the stated objective;
measurement of how effective past funding has been in meeting objectives; prioritization of
requirements; and funding requests that are consistent with the purpose of the source of funding
being sought.

C1.3.4.1.5. Military Assistance Budget Call and the DoS Mission Program Plan
(MPP). The SAQO’s FMF and IMET Budget requests should reflect the Department of Defense’s
views. The MPP reflects the Chief of Mission's (COM?’s) views on required funding, which may
differ from the SAQO’s views. The MPP input is tasked separately by the DoS. The SAO
provides the data it compiled for the FMF and IMET Budget as input to any tasking it may
receive for the MPP.

C1.3.4.1.6. Factors Influencing Final Military Assistance Budgetary Funding
Recommendations. There are many factors that impact decisions that result in the final DoD
funding recommendations provided to the DoS. They include: fiscal constraints; policy and
political concerns; sanctions; absorption capability (IMET); schoolhouse capacity (IMET); and
effective and efficient use of previously provided funding.

C1.3.4.1.7. Channels and Notional Timeline of Military Assistance Budget
Submissions. Table C1.T2. outlines the organizational chain and notional timeline for budget
submissions. An actual timeline is provided via electronic mail (e-mail) and posted on the web
site as each annual budget cycle approaches. Organizational submission dates must be met in
order for the annual DoD funding recommendation to arrive at the DoS by the deadline.
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Table C1.T2. Channels and Notional Timeline for Military Assistance Budget Submissions

Date Action

. DSCA requests the SAOs to prepare their annual FMF and IMET Budget submissions.
Mid December ;
SAOs formulate their budget requests.
SAOs submit their budget requests to the Combatant Commands, who review and modify
the SAOs requests, as required, to address DoD requirements.
Combatant Commands submit budget data to the Chairman of the Joint Chiefs of Staff,
who reviews and ensures DoD requirements are accurately addressed.
Combatant Commands submit budget data to DSCA. DSCA and the Office of the
Secretary of Defense (OSD) Policy Regional offices review the Chairman of the Joint
Chiefs of Staff submission and make adjustments as necessary to address other factors that
influence final budgetary funding recommendations.

Late March DSCA conducts “roundtable” discussions with Combatant Commands and the Joint Staff.

DSCA coordinates and prepares budget recommendation package for the Deputy Secretary
of Defense.

Late April DSCA submits DoD budget recommendation to the DosS.

Late January

Late February

Early March

Early April

C1.3.4.2. Security Assistance Survey Teams. When requested by a country, teams
conduct surveys in-country to review military capabilities and to make recommendations for
meeting Security Assistance objectives. These teams generally are funded by an FMS case and
include USG personnel as well as representatives of the host country, commercial contractors,
etc. A comprehensive survey of a country’s military capabilities may be requested to provide a
baseline for a new program. Surveys may also be conducted as part of an ongoing program to
address specific needs. Types of surveys include defense requirements surveys, site surveys,
general surveys or studies, and engineering assessment surveys. Figure C1.F1. provides
information regarding survey teams, their roles, and reporting requirements. Logistics
conferences for program definition are excluded from these requirements.

C1.3.4.3. Materiel Notices. Materiel notices inform countries of events that impact their
ability to acquire or support an item through FMS. They normally call for submission of a Letter
of Request (LOR) officially requesting the items or associated support. Implementing Agencies
prepare notice messages or letters when U.S. production of an item is scheduled to end or the
United States is making a periodic buy of items that may have foreign demand. The
Implementing Agency coordinates proposed notices with the involved DoD Components and
then with DSCA (who in turn coordinates with the DoS) prior to release. Correspondence
includes rationale for issuing the notification, the deadline for receipt of an LOR, and the final
date for acceptance of the Letter of Offer and Acceptance (LOA). Notices are sent only to
countries that have shown interest in the items and are eligible to purchase the items under the
National Disclosure Policy (NDP) as implemented in DoD Directive 5230.11 (reference (h)).
“Interest” includes previous purchase (via FMS or commercial), request for Price and
Availability (P&A) data, or purchase of related weapon systems that use the items. See Chapter
6, paragraph C6.4.7. for information on System Support Buyouts.
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Figure C1.F1. Security Assistance Survey Teams

Security Assistance Survey Teams (AECA, Section 26 (Reference (c)))
. General

A. The Assistant Secretary of Defense for International Security Affairs (ASD(ISA)) coordinates DoD actions on
surveys to assess country or international organization capabilities and future needs. This includes the interface with
the DoS and other agencies. Survey actions, including personnel details, are also coordinated with the Joint Staff
and DSCA.

B. The decision to dispatch a survey team includes an assessment of U.S. and country impact on funding for the
program on which the survey is conducted, the program’s regional arms control implications, interface with current
arms sales policies, and pertinent data beyond strictly military considerations, such as human rights factors. This
information is reflected in the Terms of Reference (TORs) developed by the combatant command/lead agency and
provided to the team.

C. Teams normally are led by the Department of Defense with the DoS invited to provide a deputy team chief of
roughly comparable rank. MILDEP affiliation is determined by the survey purpose. For surveys to meet a
requirement rather than to evaluate overall capabilities, the lead agency is identified during initial staffing of the
requirement. When a joint team is required, the team chief is determined on the basis of the MILDEP having
predominant interest. DoD participation is limited to the minimum number required to effectively gather the
technical information necessary to ensure the success of the survey. The Secretary of State has the final authority to
rule on the survey team participation by agencies other than the Department of Defense, although these decisions
normally are reached by DoD/DoS consensus. Concerns of other agencies are carefully considered in determining
team composition.

D. DSCA, based on AECA, section 26(b) (reference (c)) and as part of the overall AECA, section 36(a) (reference
(c)) quarterly report to Congress, includes a list of Security Assistance surveys authorized during the preceding
calendar quarter. The report includes the following information: country surveyed, dates of survey, purpose of
survey, and number of USG personnel participating.

1. The lead MILDEP is responsible for submitting the report to DSCA (Business Operations/Comptroller/
Operations and Administration (OPS-ADMIN)) no later than 30 days after the end of each quarter. The report
identifies Security Assistance surveys conducted during the preceding quarter. Negative reports are required.

2. DSCA reviews each submission and provides a consolidated report with the quarterly report to Congress.

E. Necessary staffing is accomplished before finalization of survey reports to ensure each report reflects a
coordinated USG position. Coordination with DSCA is required for each draft survey report within 30 days of its
preparation. Consistent with AECA, section 26(c) (reference (c)), individual survey reports should not be provided
to Congress unless a specific request is received. The lead MILDEP ensures that a copy of each such request is
forwarded to the Director, DSCA, for submission to Congress.

I1. Terms of Reference (TORS)
A. Security Assistance Survey Teams shall:

1. Report to the U.S. Ambassador or, in his or her absence, the charge d’affaires upon arrival in country and serve
under the overall supervision of the Ambassador. Formal consultations with the host country are conducted subject
to the concurrence of the Ambassador, with the participation of such embassy staff as he or she may direct (the SAO
office is normally the coordination office within the mission). Prior to departure, the team briefs the Ambassador as
well as the SAO on preliminary conclusions. Additionally, the team considers, on a case-by-case basis, whether its
evaluation warrants leaving an interim report with the host country upon departure.
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Figure C1.F1. Security Assistance Survey Teams (continued)

2. Ensure recommendations reflect the total package concept including end-items, ancillary equipment, training,
ammunition, and logistics. Recommendations are not necessarily based on U.S. force solutions. At least three
levels of funding alternatives should be presented in the report.

3. Evaluate the military manpower base, its capacity, the existing logistics support capability, the capability of the
country to prevent compromise of sensitive data and equipment, training requirements, and compatibility of
recommended equipment with the host country’s current inventory.

4. Debrief the respective combatant command on preliminary findings prior to its return to the United States.
B. Security Assistance Survey Teams shall avoid:

1. Making comments to host Governments concerning possible availability of USG resources in any form.

2. Providing the host Government any Price and Availability (P&A) data, DoD lead times on equipment, or
indicate prospects for accelerated deliveries. P&A or Letter of Offer and Acceptance (LOA) data estimates can only
be provided through channels and procedures described in Chapter 5 of this Manual. The team may provide general
orders of magnitude information for illustrative purposes.

3. Committing the USG to the sale of any specific defense article or service.

4. Providing any possible indication that the USG would assist in construction of airfields, camps, or other
military facilities.

5. Providing any kind of independent assessment or confirmation of the external threat as perceived by the host
country. Release of classified information is in accordance with NDP-1.

6. Providing military advice concerning tactics, doctrine, basing, combat planning, or operations.
7. Making commitments to follow-up technical discussion or further surveys.

8. Except as discussed in 11.A.1 above, providing the host country with an interim report.
I11. Security Assistance Survey Team Procedures

A. Consideration of conducting a survey is a result of presenting the USG with a significant defense sales request,
or requesting the USG survey defensive capabilities and requirements. Also, the USG may, at its own initiative,
propose a survey team.

B. The normal response to the initial request for a survey is that the scope of the request requires review before a
decision on the survey can be given. A comprehensive review of current defense sales restraint policies, regional
arms control considerations, potential economic impacts, and human rights implications of defense sales is then
initiated.

C. The DoS and the Department of Defense review the defense sales request within the context of policy guidance,
highlighting areas requiring policy decisions. The Department of Defense prepares a preliminary assessment of the
availability of the requested equipment or services, as well as the requesting nation’s requirement for and technical
ability to absorb the items in question. The DoS reviews the Foreign Military Financing (FMF) situation for the host
country, where applicable. Any statement regarding FMF beyond the current fiscal year’s approved budget must
receive Executive Office clearance by the National Security Council (NSC) and the Office of Management and
Budget (OMB). Future financing contributions can only be made in accordance with prevailing procedures.

D. The DoS and the Agency for International Development (AID) estimate the extent of the ability of the host
country to devote its economic resources to defense purchases without deleterious effect on the host country
economy. Needs for additional information are identified during this review.
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Figure C1.F1. Security Assistance Survey Teams (continued)

E. Simultaneously with the above review, the U.S. Embassy is instructed by the DoS to contact appropriate host
country ministries to ascertain the extent to which the host country is willing to commit its own resources to military
purposes over the next 3 to 5 years, noting that financial parameters are essential ingredients in a realistic survey
effort.

F. The Director, Central Intelligence Agency (CIA), is requested to produce an interagency threat assessment.
G. Information gathered above is incorporated by the DoS into an Action Memorandum to the Secretary of State,
coordinated with the Department of Defense, OMB, and NSC, to determine:

1. whether to send a survey team and

2. the mission of the team. If a decision is made to send the team prior to completion of the information
gathering process outlined above, as many of the steps as possible shall be completed prior to the departure of the
team. Affirmative decisions are reported to Congress by DSCA as required by AECA, section 26(b) (reference (c)).

H. If the decision is made to dispatch a survey team, TORs and team composition are developed by the Department
of Defense in coordination with the DoS and AID, if appropriate. The NSC and OMB must clear the TORs and
team composition. The U.S. Embassy ensures that the Government of the country to be surveyed understands and
accepts the projected scope. If a decision is made not to dispatch the survey team, the U.S. Embassy, by direction of
the DoS, conveys this decision to the Government, with rationale.

I. Pre-departure briefings for Security Assistance survey teams include:

1. Scope and mission of the survey, Congressional or legal considerations, and arms control considerations
(DoS/DoD).

2. Condition of the host country economy (DoS/AID).

3. Political situation in the host country and personal conduct in-country (DoS).

4. Threat assessment and armed forces (Cl1A/Defense Intelligence Agency (DIA)).
J. In-country gathering of information. The survey is conducted in accordance with the TORs.
K. Within 10 duty days after returning to CONUS, a preliminary briefing is given by the team chief to appropriate
DoS, DoD, AID, NSC, OMB, CIA, and DIA personnel, with special attention to issues requiring high-level policy
review.
L. Within 30 days of return to the continental United States (CONUS), the team provides the draft report for review.
M. All appropriate agencies simultaneously review the draft review. The Arms Transfer Management Group
(ATMG) serves as the interagency forum for the coordination of the report and the formulation of policy issues.

The NSC staff, as necessary, reviews the survey findings and makes recommendations to the President.

N. The approved report is presented to the host country and to Congress, if requested, pursuant to AECA, section
26(c) (reference (c)).
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Cl1l.4. SECURITY ASSISTANCE IN WARTIME AND EXTRAORDINARY
CIRCUMSTANCES

C1.4.1. Commitments. The following provision, adapted from AECA, section 42(e)(1)
(reference (c)), is contained in the Standard Terms and Conditions of each LOA. This would
have a higher likelihood of being used in times of crisis or war.

“Under unusual and compelling circumstances, when the national interest of the
United States requires, the USG reserves the right to cancel or suspend all or part
of this LOA at any time prior to the delivery of defense articles or performance of
defense services.”

C1.4.2. Self-Evaluation. Each country or international organization evaluates its needs and
develops contingency plans to the level necessary to process orders quickly in an emergency.

C1.4.3. Alternatives. While Security Assistance arrangements may be canceled in certain
situations, the United States continues these programs to the extent our national security
requirements permit. In most situations, Security Assistance programs continue and may even
increase for some countries directly involved in the emergency. However, assets may not be
sufficient to meet all requirements. Some of the considerations and a summary of possible
alternatives are outlined below.

C1.4.3.1. DSCA, through the Implementing Agencies, identifies incomplete or open
FMS orders and cases and the Director, DSCA, in consultation with the Joint Staff, reallocates
any undelivered materiel among FMS countries. The Joint Staff consults with the Combatant
Commanders as necessary.

C1.4.3.2. Assets may be allocated between U.S. and FMS requirements based on the
level of conflict and other pertinent factors. The Joint Staff’s Joint Materiel Priorities and
Allocation Board (JMPAB) reviews requirements based on MILDEP and Combatant Command
input and recommends a worldwide Allocation Plan to the Secretary of Defense. Within the
theater, the Combatant Command allocates to U.S., allied, and friendly forces. Chairman of the
Joint Chiefs of Staff Instruction (CJCSI) 4120.01A (reference (i)) provides information on this
allocation process.

C1.4.3.3. A Presidential Determination may be required to exercise emergency
authorities, e.g., waiver of pre-sale notification requirements (AECA, section 36(b) (reference
(c))); drawdown (FAA, sections 506 and 552 (reference (b))); or authority to bill after delivery
(AECA, section 21(d) (reference (c))).

C1.4.3.4. After consultation between the DoS and Department of Defense, emergency
legislation may be presented to Congress to meet the needs of the situation, e.g., modification of
Congressional reporting requirements or a supplemental Security Assistance funding request.

C1.4.3.5. When appropriate, DSCA (Policy, Plans and Programs Directorate) works with
the Joint Staff and the MILDEPSs to establish a Project Code to help expedite requisitions for
foreign partners.
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C2. CHAPTER 2

RESPONSIBILITIES AND RELATIONSHIPS

C2.1. RESPONSIBILITIES AND RELATIONSHIPS - GENERAL

As discussed in Chapter 1, section C1.2., Congress authorizes and appropriates funds for the
United States Government (USG)-financed portions of Security Assistance. Congress also
oversees the sale of defense articles and services to foreign countries and international
organizations. Executive Branch agencies such as the National Security Council, the Office of
Management and Budget, the Department of the Treasury, and others have responsibilities
related to Security Assistance. However, aside from the President, the principal legislated
responsibilities fall to the Department of State (DoS) and the Department of Defense (DoD).

C2.2. DEPARTMENT OF STATE

Under Executive Order 11958 (reference (e)), the Secretary of State is responsible for continuous
supervision and general direction of the Security Assistance program. This includes determining
whether (and when) there will be a program or sale for a particular country or activity (to include
International Military Education and Training (IMET)) and, if so, its size and scope. It also
includes the determination of budget requests and allocation of funds for military assistance.

The DoS reviews and approves export license requests for direct commercial sales of items on
the United States (U.S.) Munitions List. The DoS also reviews and approves third party
transfers. The DoS ensures Foreign Assistance Act (FAA), section 503 (reference (b)) eligibility
and obtains FAA, section 505 (reference (b)) assurances from recipient countries and
organizations. The DoS prepares the SAO Mission Program Plan and reviews and submits FMS
projections (the Javits report) required under the Arms Export Control Act (AECA), section 25
(reference (c)) to Congress and the Congressional Budget Justification (CBJ).

C2.3. DEPARTMENT OF DEFENSE - ORGANIZATIONS

The Secretary of Defense establishes military requirements and implements programs to transfer
defense articles and services to eligible foreign countries and international organizations. Within
the Department of Defense, the principal planning agencies for Security Assistance are the
Defense Security Cooperation Agency (DSCA), the Combatant Commands, the Joint Staff, the
Security Assistance Organizations (SAOs), and the Military Department (MILDEP) international
organizations.

C2.3.1. Defense Security Cooperation Agency (DSCA). DSCA directs, administers, and
supervises the execution (to include closure) of all Security Assistance programs for the
Department of Defense. DSCA is the DoD focal point for Government-to-Government arms
transfers, budget, legislative, projections, forecasting, and other Security Assistance matters
(including IMET). DSCA conducts international logistics and sales negotiations with foreign
countries, provides financial management, develops and implements Security Assistance
policies, and assists U.S. industry in exporting military equipment and services. All authorities
conferred on the Secretary of Defense by the FAA and AECA pertaining to Security Assistance
and all authorities under those acts delegated by the President to the Secretary of Defense are
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redelegated to the Director, DSCA. See DoD Directive 5105.65 (reference (a)). The Director,
DSCA, is not in the SAO direct chain of command, but funds SAO program management.

C2.3.2. Under Secretary of Defense for Policy (USD(P)). USD(P) is the Secretary of
Defense’s principal Security Assistance representative. The Director, DSCA, provides USD(P)
staff support for Security Assistance matters. USD(P) is responsible for overall policy and
relationships in regard to the North Atlantic Treaty Organization (NATO) and its members and
other alliances and security partners. USD(P) ensures that both U.S. and allied technology
receive the necessary protection through management of technology security. USD(P), through
the Office of the Deputy Under Secretary of Defense for Technology Security Policy &
Counterproliferation (ODUSD(TSP&CP)), oversees implementation of National Disclosure
Policy (NDP)-1 and operation of the National Disclosure Policy Committee (NDPC), ensures
implementation of NATO security policy within the USG on behalf of the Secretary of Defense
and provides security policy for international programs. USD(P) coordinates with the DoS on all
bilateral and multilateral agreements (except for Contract Administration Services (CAS)
reciprocal waivers). USD(P) Assistant Secretaries with regional responsibilities coordinate on
Security Assistance matters that directly affect their regions.

C2.3.3. Under Secretary of Defense for Acquisition, Technology, and Logistics
(USD(AT&L)). The USD(AT&L) is the principal staff assistant and advisor to the Secretary of
Defense for all matters relating to the DoD Acquisition System; research and development;
production; logistics; command, control, communications, and intelligence activities related to
acquisition; military construction; and procurement. The USD(AT&L) is responsible for co-
development, co-production, co-procurement, logistics support, wartime host-nation support, and
research interchange with allied and friendly foreign nations. In coordination with USD(P),
USD(AT&L) promotes cooperation in science and technology and defense acquisition with allies
and friendly foreign nations, and is responsible for associated international agreements.
USD(AT&L) negotiates and concludes CAS reciprocal agreements and waivers and must concur
on sales of major defense equipment (MDE) that have not yet completed Operational Test and
Evaluation.

C2.3.4. Under Secretary of Defense, Comptroller (USD(C)). USD(C) establishes policies
and procedures involving financial management, fiscal matters, accounting, pricing, auditing,
and international balance of payments related to Security Assistance. (See DoD Directive
5132.3 (reference (f))

C2.3.5. Military Departments (MILDEPs) and Other Implementing Agencies. Security
Assistance program management is an integral part of the overall defense mission of each
MILDEP. The MILDEPs and other Implementing Agencies prepare and execute Foreign
Military Sales (FMS) cases to provide defense articles and services to meet approved Security
Assistance requirements. They also provide information for Security Assistance planning (e.g.,
information related to production capacity). The MILDEP Secretaries advise the Secretary of
Defense on all Security Assistance matters that impact their departments. They act for the
Secretary of Defense on Security Assistance matters when the responsibility has been
specifically delegated. The Secretaries ensure their departments are responsive to the Secretary
of Defense (or to organizations with delegated authority such as DSCA). Other Implementing
Agencies include the National Geospatial-Intelligence Agency (NGA), the Defense Logistics
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Agency (DLA) (see paragraph C2.3.6.), the Defense Threat Reduction Agency (DTRA), and the
National Security Agency (NSA). See Chapter 5, Table C5.T2. for a complete list of
Implementing Agencies.

C2.3.6. Defense Logistics Agency (DLA). The Director, DLA advises the Secretary of
Defense on all Security Assistance matters impacting DLA and acts for the Secretary of Defense
when responsibility has been delegated. DLA prepares FMS cases for cataloging services,
disposal services, and Excess Defense Articles (EDA) at the Defense Reutilization and
Marketing Service (DRMS). DLA coordinates on MILDEP FMS cases exclusively for medical
equipment and supplies (except for U.S. Army cases prepared by U.S. Army Medical Materiel
Agency (USAMMA)), clothing and textiles, subsistence, and bulk petroleum. As the item
manager for consumable stock-funded secondary items, DLA supply centers work with the
MILDEPs to fill requisitions, process Supply Discrepancy Reports (SDRs), close cases, etc.

C2.3.7. Defense Contract Management Agency (DCMA). DCMA performs contract
administration and management, quality assurance, and inspection for the Department of
Defense, other federal agencies, foreign Governments, international organizations, and others as
authorized. See DoD Directive 5105.64 (reference (j)). This includes contracts that support
FMS cases.

C2.3.8. Defense Contract Audit Agency (DCAA). DCAA performs all necessary contract
auditing for the Department of Defense and provides accounting and financial advisory services
regarding contracts and subcontracts to all the DoD Components responsible for procurement
and contract administration. These services are provided in connection with negotiation,
administration, and settlement of contracts and subcontracts. See DoD Directive 5105.36
(reference (k)). This includes contracts that support FMS cases.

C2.3.9. Defense Finance and Accounting Service (DFAS). DFAS performs accounting,
billing, disbursing, and collecting functions for the Security Assistance program. DFAS also
issues accounting procedures. The primary site for Security Assistance is DFAS Denver. See
DoD Directive 5118.5 (reference (1)).

C2.3.10. The Joint Chiefs of Staff. The Joint Chiefs of Staff relate Security Assistance
objectives to joint military force planning. The Joint Chiefs of Staff: provide military advice on
Security Assistance to the Secretary of Defense; provide military perspective and advice on
proposed transfers of MDE and technology; participate in NDP considerations; evaluate
drawdown requests and develop related readiness or operations and maintenance impact
statements; and have primary responsibility for Acquisition and Cross-Servicing Agreements
(ACSAs). DoD Directive 5132.3 (reference (f)) is the policy document for the Joint Chiefs of
Staff.

C2.3.11. Combatant Commands. The Combatant Commands have Security Assistance and
armaments cooperation responsibilities (e.g., correlation of programs with regional plans,
military advice, command and support of the SAOs, and supervision of budgets). They provide
military assessments and Security Assistance program impacts within their respective areas of
responsibility to the Chairman of the Joint Chiefs of Staff. Military personnel assigned to SAOs
are in the chain of command of the Combatant Commander of a geographic Combatant
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Command. Combatant Command manpower documents authorize the billets filled by SAO
personnel. The Combatant Commander rates SAQO personnel, provides technical assistance and
administrative support, allocates funds made available to the Combatant Commander by DSCA,
and supervises the preparation and execution of SAO budgets. The Combatant Commander
commands and supervises the SAOs in matters that are not functions or responsibilities of the
Chief of the U.S. Diplomatic Mission (COM). See DoD Directive 5132.3 (reference (f)).

C2.3.12. Defense Security Service (DSS). Although not directly involved with Security
Assistance, DSS (formerly Defense Investigative Service) administers the National Industrial
Security Program (NISP) on behalf of the Secretary of Defense, who is the NISP Executive
Agent. DSS implements industrial security policy established by the Assistant Secretary of
Defense (Networks and Information Integration) (NI1), based upon security policies developed
by national level decision making authorities, and promulgated within Executive Orders. DSS
provides Government contracting agencies with assurance that a contractor is both eligible to
access and has a system in place to properly safeguard classified information for which it is
entrusted. Toward that goal, DSS implements DoD 5220.22-M (reference (m)), the security
requirements of 22 CFR parts 120-130 (the International Traffic in Arms Regulations (ITAR),
reference (n)), and U.S. obligations under international industrial security agreements, and
oversees the export of classified articles and services by U.S. industry under direct commercial
sales (DCS) arrangements.

C2.4. DEPARTMENT OF DEFENSE - CASE MANAGERS

C2.4.1. Definition. The Case Manager integrates functional and inter- and intra-
organizational efforts for the successful performance of an FMS case including logistics and
financial management and closure. The Implementing Agency assigns a Case Manager to each
Letter of Offer and Acceptance (LOA) or FMS case before the case is implemented.

C2.4.1.1. FMS cases vary in dollar magnitude and complexity. For example, a $25
million sale of a major weapon system is extremely complex. A $50 million LOA for off-the-
shelf replacement spares is less complex. While the two are different in complexity and dollar
value, they both require emphasis and special management attention (even a very low value case
may involve many different functional activities), and both are managed in accordance with
well-defined guidelines. The level of case management also depends on the purchaser’s
expertise and previous experience with the weapon system, budget constraints, etc.

C2.4.1.2. Management begins during Price and Availability (P&A) and LOA preparation
and should include a total package.

C2.4.2. Responsibilities. The Case Manager is the focal point for case activities and manages
all aspects of the FMS case. Table C2.T1. lists some of the Case Manager’s responsibilities.

C2.4.3. Accountability. The Case Manager must accomplish the program objectives of the
assigned case while adhering to applicable laws and regulations. The Case Manager achieves
successful performance when the case objectives are met. These objectives are: provide all
articles or services included in the case on schedule; provide the items within the stated value;
and close the case in a timely manner.
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Table C2.T1. Case Manager Responsibilities

Case Manager Responsibilities
(not inclusive)

1 Establish initial and long-range goals and objectives for execution.
2 Ensure foreign disclosure and international transfer arrangements are approved prior to
signature of the LOA or agreement.
3 Prepare a master plan (including a plan for case closure).
4 Develop a financial and logistics management plan.
5 Approve plans of execution, scope, and schedule of work.
6 Review and verify funding and program requirements.
7
8
9

Integrate the program.

Initiate requirements.

Ensure that all schedules are accurate and timely.

10 | Validate that costs are accurate and billed.

11 Reconcile cases especially during execution.

12 Respond to purchaser, higher headquarters, counterparts, functional activities, and other
supporting agencies.

13 Initiate working agreements with supporting activities as appropriate.

14 | Analyze performance in relation to required performance specifications.

15 Maintain a complete chronological history (significant events and decisions).

16 Provide status, progress, and forecast reports.

17 Ensure all automation records are in agreement.

18 Prepare case for closure.

19 Ensure that case records are retained in accordance with DoD 7000.14-R (reference (0))
Volume 15, Chapter 6. Retention period is 10 years after the date of final closure.

C2.4.4. Authority. FMS cases require concentrated management effort. The Case Manager
has a role in each of the major elements of the case: acquisition, programming, logistics, and
finance; and is involved in every aspect of planning and executing assigned cases. Effective case
management depends on the performance and interaction of many organizations. The Case
Manager must have the authority to take action and task other organizations in the day-to-day
management of a case. If a supporting activity's performance is deficient in regard to a case, the
Case Manager may not be able to meet case objectives. The manager attempts to resolve
problems with the supporting activity and elevates the issue when necessary to ensure that case
objectives are met. However, the manager’s final authority is limited to the chain of command -
the manager must use established lines of communication and authority. The Case Manager
coordinates on all decisions involving the case. However, there may be situations when higher
authority preempts the Case Manager’s authority, such as final negotiations with FMS
purchasers or diverted deliveries. These situations must be communicated promptly to the Case
Manager and potential impacts documented for future reference.

C2.4.5. Case Control. The Case Manager develops a Master Plan that separates the case into
management components, indicates significant activities requiring coordination, and establishes
an implementation schedule. The plan identifies key points of contact and their assigned
responsibilities. It is prepared at the beginning of the case and updated as required. The Case
Manager tailors the Master Plan to fit the complexity of the case. The Case Manager makes
periodic comparisons of actual versus programmed deliveries and associated costs, updates the
supply, delivery, and financial schedules, and controls the flow of funds from the case to the
supporting activities.
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C2.4.6. Reporting Requirements. The Case Manager informs the community of the
progress, status, problems, and resource requirements of the case. In addition, the Case Manager
responds to information requests from higher authorities (e.g., DSCA). The Case Manager uses
normal channels of communications to higher authorities, supporting activities, and the
purchaser to advise how the case is progressing and what is needed. The Case Manager
establishes procedures with supporting activities to provide management information in support
of the case.

C2.4.7. Case Manager Training. Organizations must ensure that individuals assigned as
Case Managers receive adequate training. The following Defense Institute of Security
Assistance Management (DISAM) courses are recommended as a part of a training plan for a
Case Manager: Basic Continental U.S. (CONUS), Financial Management, Case Management,
Reconciliation and Closure, Logistics and Customer Support, and Training Management. In
addition, Implementing Agencies conduct internal training to cover the organization’s unique
FMS procedures and to address case management issues. See Chapter 13, paragraph C13.2.4.
for information on Defense Security Assistance Management System user training.

C2.5. DEPARTMENT OF DEFENSE - SECURITY ASSISTANCE ORGANIZATIONS (SAOs)

C2.5.1. Definition. The FAA authorizes the President to assign U.S. military personnel
overseas to manage Security Assistance programs administered by the Department of Defense.
The generic term SAO encompasses all DoD elements, regardless of actual title, located in a
foreign country to carry out Security Assistance management functions under the FAA and the
AECA. The programs include grant military assistance (including those grant programs
provided under the authority of Peacekeeping Operations (FAA, section 551 (reference (b))),
IMET, and FMS. SAO personnel serve under the direction and supervision of the COM to
ensure that DoD Security Assistance management responsibilities are properly executed.

C2.5.2. SAO Functions. SAO personnel perform the following functions funded by FMS
and FMF Administrative funds (see Chapter 14, paragraph C14.3.2. for additional information on
SAO funding).

C2.5.2.1. Security Assistance Program Management and Oversight. SAO personnel
provide management oversight of Security Assistance activities to ensure compliance with legal
and policy provisions. Table C2.T2. lists these functions.

C2.5.2.2. General Advisory and Training Assistance. SAO personnel may provide
advisory and training assistance to the host country military establishment; however, this
assistance must be minimal and cannot interfere with the SAQ’s performance of Security
Assistance management responsibilities.

C2.5.2.3. Administrative Support. The SAO can provide normal administrative support
for personnel assigned in-country to perform non-Security Assistance functions so long as such
support does not reach a level that would require additional administrative personnel. If the
support for non-Security Assistance personnel requires additional administrative personnel,
Operations and Maintenance (O&M), Military Personnel Account (MPA), Research and
Development (R&D), or other funded billets must be provided.
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Table C2.T2. SAO Functions - Security Assistance Program Management and Oversight

SAO Functions - Security Assistance Program Management and Oversight
(not inclusive)

Provide interface for exchange of information and advice between the host nation's military establishment,
the Chief of Mission (COM), and the DoD Components responsible for the Security Assistance programs.

1 This includes promotion of Rationalization, Standardization, and Interoperability (RSI) and other armaments
cooperation measures in connection with Security Assistance programs.

2 Provide the host country information needed to make decisions concerning Security Assistance programs.
Encourage the host country to establish and depend on its procurement mission in the United States.

3 Evaluate host military capability to employ and maintain requested equipment and assist, as required, in
processing Security Assistance requests. (Referred to as the Country Team Assessment.)

4 | Assist the NDPC in evaluating host country security programs and negotiating security agreements.

5 | Facilitate the timely and efficient implementation of approved host country Security Assistance programs.

6 Assist U.S. MILDEPs and the host country in the receipt, transfer, and acceptance of Security Assistance
materiel, training, and other services (to include drawdowns, etc.).

7 Monitor Security Assistance programs' and transactions' progress, initiate appropriate remedial action, or
advise the appropriate DoD Components of problems and issues encountered.

8 Perform programming, planning, management, and implementation functions relating to FMS and IMET
programs.

9 | Inform host country of U.S. Security Assistance laws, policies, and procedures.

10 | Monitor FMS billing statements and payments and inform the host country of financial requirements.

1 Engage the host military, to the extent practicable, in cooperative planning for total military acquisitions
over a 3 to 5 year planning period.

12 Acquire information on host country potential defense acquisitions and anticipate demands on U.S.
resources.
Report on the use of U.S. origin defense articles, services, and training by the host country. These
procedures vary from country to country; therefore, no standards are prescribed. The SAO should use
available resources (e.g., country reporting or documentation, temporary duty (TDY) personnel assigned in-

13 | country performing other duties, other elements of the U.S. Diplomatic Mission, and spot checks during the
normal course of SAO duties and travel). The SAO should report on an exception basis through established
Security Assistance channels and maintain records on file. See Chapter 8 for more details on End-Use
Monitoring (EUM).

14 | Assist the host country to identify, administer, and properly dispose of excess Security Assistance materiel.

15 | Provide input to the COM for the Mission Program Plan (MPP).
Coordinate and supervise activities of DoD personnel and elements that are in-country under DoD

16 | sponsorship (excluding Defense Intelligence Agency (DIA)) or other Security Assistance authority. See
Chapter 11, section C11.13. for more information on these responsibilities.
Coordinate between U.S. defense industry representatives and the host nation defense establishment, and

17 | provide oversight, without limitation to any country or group of countries, for in-country RSI and Defense
Industrial Cooperation (DIC) initiatives.

18 | Supervise C-12 aircraft activities.

19 Perform SAO administrative functions to include budget preparation and execution and review of

organizational and manning requirements.
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C2.5.2.4. U.S. Defense Representative (USDR). When designated as USDR, the SAO
Chief complies with DoD Instruction 5105.57 (reference (p)).

C2.5.2.5. Safeguarding Classified Material. The SAO safeguards U.S. Security
Assistance-related classified information located in foreign countries. Except for classified
information authorized for release to a foreign Government or international organization
pursuant to DoD Directive 5230.11 (reference (h)), and under the security control of that
Government or organization, the retention of U.S. classified material is authorized only if it is
necessary to satisfy USG mission requirements. This includes classified material temporarily
transferred into a foreign country via USG personnel authorized to escort or carry such material.
Whether permanently or temporarily retained, classified material shall be stored under USG
control as follows:

C2.5.2.5.1. Ata U.S. military installation or a location where the United States
enjoys rights of inviolability, such as an embassy or consulate.

C2.5.2.5.2. Ata USG activity located in a building used exclusively by USG tenants,
provided the building is under 24-hour control by USG personnel.

C2.5.2.5.3. Ata USG activity located in a building not used exclusively by USG
tenants nor under host Government control, provided the classified material is stored in security
containers approved by General Services Administration (GSA) and is under 24-hour control by
USG personnel.

C2.5.2.5.4. Ata USG activity located in a building not used exclusively by USG
tenants but which is under host Government control, provided the classified material is stored in
GSA-approved security containers that are further secured in a locked room or area to which
only USG personnel have access.

C2.5.2.5.5. When host Government, including locally hired foreign national USG
employees, and USG personnel are collocated, U.S. classified material that has not been
authorized for release to the host Government pursuant to DoD Directive 5230.11 (reference (h))
shall, to the extent possible, be segregated from releasable classified material to facilitate
physical control and prevent inadvertent compromise. However, U.S. classified material that is
releasable to the host country need not be subject to the 24-hour U.S. control requirement
provided the host Government exercises its own control measures over the pertinent areas or
containers during non-duty hours.

C2.5.2.5.6. SAO personnel shall escort foreign nationals in areas where non-
releasable U.S. classified material is present. However, when required by operational necessity,
foreign nationals may be permitted, during duty hours, unescorted entry to such areas provided
the non-releasable information is properly stored or is under the direct personal supervision and
control of cleared USG personnel who can prevent unauthorized access.

C2.5.2.5.7. Foreign Service Nationals (FSNs) employed by the USG in SAQOs or in
other U.S. installations may not have access to U.S. classified information unless specifically
authorized under a Limited Access Authorization (LAA) issued in accordance with DoD 5200.2-
R (reference (q)). LAA shall not be issued merely as a convenience or to avoid the requirement
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to control access by foreign national employees to areas and information. The FSN must
demonstrate a unique skill or expertise in support of a lawful and authorized Government
function, require access to classified information in performance of the job, and there is no
cleared or clearable U.S. citizen available. Asthe LAA is issued under the condition that access
is not inconsistent with determination of releasability to the country of which the individual is a
citizen, the requirements for control of non-releasable U.S. classified information also apply to
foreign nationals employed by the United States.

C2.5.2.6. Congressional Threat Report Preparation. AECA, section 21(c)(2) (reference
(c)) requires a report to Congress, under certain conditions, within 48 hours of a change in status
of significant hostilities or terrorist acts, or a series of such acts, that may endanger American
lives or property.

C2.5.2.6.1. Report Criteria. The report is required when the following criteria are
met, including instances where there is doubt in this regard.

C2.5.2.6.1.1. U.S. military or U.S. civilian personnel are in-country performing
defense services under the AECA or the FAA, other than those assigned to SAOs. The term
“defense services” does not include administrative services performed by the SAO. The term
“U.S. civilian personnel” means USG civilian employees and U.S. employees of U.S. firms
under DoD contracts financed by Security Assistance funds, including FMS case funds. 1f SAO
personnel are the subjects of hostile or terrorist acts, but there is no one else in-country
performing defense services, a report to Congress is not required.

C2.5.2.6.1.2. The existence or the change in status of hostilities or terrorist acts
from the previous situation must be of a meaningful nature.

C2.5.2.6.1.3. The hostilities or terrorist acts must constitute a general threat to
American lives or property.

C2.5.2.6.2. SAQ Chief Responsibilities for Threat Report. The SAO Chief identifies
when a report is required and coordinates this report with the country team. The SAO Chief
transmits a message by the most rapid means available to USD(P), the Office of the General
Counsel, Department of Defense (OGC, DoD), the Chairman of the Joint Chiefs of Staff, the
Combatant Command, DSCA, DIA, and the DoS. The report includes the location; a description
of the hostilities or acts, including an explanation of how they constitute a meaningful change in
the existing situation; the estimated number of U.S. personnel present in-country; and any
additional information needed to assist evaluating the situation.

C2.5.2.6.3. Processing the Threat Report. Upon receipt of a report, the Director,
DSCA, through DSCA (GC), consults immediately with the OGC, DoD providing relevant facts
and a recommendation as to whether a report to Congress under AECA, section 21(c)(2)
(reference (b)) should be made. The OGC, DoD then consults with USD(P), the Chairman of the
Joint Chiefs of Staff, the DoS, and others as appropriate, to determine whether a report to
Congress is required and advises the Secretary of Defense or Deputy Secretary of Defense of the
conclusion. If a report to Congress is required, the OGC, DoD advises the Director, DSCA, and
provides an approved draft of the report. The Director, DSCA, submits the required report to
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Congress. If a report is not required, the OGC, DoD prepares a memorandum for record and
provides a copy to the Director, DSCA.

C2.5.2.7. Non-Security Assistance Funded Functions. Some functions in-country should
be performed by personnel who are not funded by Security Assistance administrative funds.
These functions include:

C2.5.2.7.1. Specific Case Advice and Training. If direct advice and training
assistance is required for a specific purpose (particularly assistance related directly to an FMS
case), it must be provided by Technical Assistance Field Teams (TAFTSs), Technical Assistance
Teams (TATSs), Mobile Training Teams (MTTSs), or similar teams authorized by the FAA or the
AECA and paid for by the host country through an FMS case. (See Chapter 11, section C11.13.
for more information on Security Assistance Teams.). In general, SAO travel is funded via the
T-20 account, which is subsidized through DSCA’s annual allocation of administrative funds to
the Combatant Commands. If the Implementing Agency determines SAO travel is required to
support a specific FMS case or group of cases, an FMS case line may be used to pay for the
SAOQ'’s travel and per diem costs (not salaries).

C2.5.2.7.2. Armaments Cooperation. Personnel dedicated to Armaments
Cooperation are funded from sources other than Security Assistance. These personnel are under
the supervision and oversight of the SAO Chief and perform the Armaments Cooperation
functions listed in Table C2.T3. If there are no Armaments Cooperation personnel assigned to
the SAQO, the SAQ chief is responsible for these functions to the degree staff assets permit.

C2.5.2.7.3. Collateral Duties. The COM must approve assignment of collateral
duties. These duties most often relate to functions performed on behalf of U.S. forces under the
direction of the Combatant Commander. If these duties are to be conducted on a continuing
basis, the Combatant Command should conduct a review and classification prior to assignment to
determine appropriate funding categories and provide the results to the Director, DSCA. SAO
personnel may perform these duties if they do not detract from the ability to perform the Security
Assistance mission.

C2.5.2.7.4. Translation Services. The host country is responsible for translating
documents. SAOs should convey this point to host country counterparts. For purposes of
communicating between USG and purchaser representatives only, SAOs may provide “informal
translations” using the same practices as the U.S. Diplomatic Mission when the SAO Chief
determines an informal translation of an English text is in the U.S. interest. Translators must
clearly mark the translated document “Informal and unofficial translation -- English text
governs.” The SAO Chief must ensure that a forwarding letter accompanies each contractual
document (e.g., LOA) emphasizing that the English text is the official binding document.
Translation assistance is limited to U.S. and host country officials. Other requestors are advised
to seek assistance from local translators.
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Table C2.T3. SAO Functions - Armaments Cooperation

SAO Functions — Armaments Cooperation

Activity Specific Function
General a. Liaison for National Armaments Director (NAD) to host country counterparts in the Ministry
Program of Defense (MOD), services and industry for:
Support — Representation
— Information exchange
— Coordination of contacts
— Advice on technical capabilities and military developments
b. NAD advisor and liaison for cooperation in R&D, production, and support of military systems
for:
— ldentification of possibilities and contacts
— Transmittal of proposals and liaison with contacts
— Exchange of data, information, and questions on DoD and NATO cooperative initiatives
and programs
— Stimulation of host country participation in cooperative initiatives (e.g., emerging
technologies, Nunn Amendment concerning cooperative projects)
— Participation in negotiations for initiation and continuation of cooperative programs and
monitor ongoing programs
— ldentification of problem areas and potential solutions
Support Of Liaison for DoD planning and advisory activities intended to develop defense industrial
Specific capabilities in nations with whom we have formal agreements for:
Activities — Identification of host country defense industry needs and capabilities
— Data exchange
— Project monitoring and assessment
Support Of a. Substantive and administrative participation and support for:
Specific — Bilateral meetings
Reciprocal — Renegotiation and negotiations of annexes
Defense — Seminars (Government and industry) to explain acquisition practices
Procurement | . Point of contact for MOD and foreign firms on DoD acquisition and logistics practices and
MOU and contacts for:
MOAs — Explanation of DoD practices
— ldentification of DoD contacts
— Interface with host country organizations with existing implementing annex
c¢. Point of contact for the Office of the Secretary of Defense (OSD) and foreign Governments
to support initiatives that establish new reciprocal procurement Memoranda of
Understanding (MOUs) and Memoranda of Agreement (MOAS).
Other a. Oversight of participating arrangements for protection of U.S. and allied technologies and
Activities military systems to ensure continued cooperative activities.
(applicable to |b. Coordination of host country cooperative activities (e.g. hosting meetings with U.S. theater
all of the forces, U.S. Mission NATO activities, and representatives of CONUS organizations located
above in host country involved with Defense Cooperation in Armaments (DCA).

categories)

f. Point of contact for U.S. defense industry visits.

Liaison and advisory support for MILDEP activities in support of cooperative programs.
Administrative support for visits.

e. Provide assistance to the NDPC in evaluating host country security programs and
negotiating security agreements.

oo
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C2.5.3. Manning Authorizations. The general criteria for reviewing, requesting, and
approving SAO manning authorizations follow.

C2.5.3.1. Justification. SAO manning is justified based on the Security Assistance duties
performed. The functions of the SAO as a whole and of each of its members must be related
primarily to Security Assistance program management. If an unfilled Security Assistance
management requirement exists, the SAO should request manning through Security Assistance
channels. If the requirement involves training and advising, the country must fund it. If the
requirement is non-Security Assistance, the SAO should address the requirement to the
Combatant Command for funding by other than Security Assistance funds (e.g. O&M, MPA, or
R&D). Non-Security Assistance funded personnel under the oversight and supervision of the
SAO Chief should be clearly identified as such.

C2.5.3.2. U.S. Policy Initiatives. When a major U.S. policy initiative with a country
results in the need for personnel to support exercises, pre-positioning, ship visits, or other
security cooperation efforts, these personnel must be funded by other appropriations. When
these functions gradually accrue to the SAQ, it is more difficult to determine the threshold at
which personnel should be shifted to other appropriations or new personnel added. As a general
rule, an individual should be in a Security Assistance-funded position if he or she spends 50
percent or more of his or her time performing Security Assistance functions. Conversely, an
individual spending 50 percent or more of his or her time performing non-Security Assistance
functions should be carried as, or transferred to, an alternatively funded position.

C2.5.3.3. Work-Years. Problems can arise when a number of individuals in a SAO each
accrue non-Security Assistance functions while performing mostly Security Assistance
functions. The Combatant Command should evaluate these functions during reviews and when
considering staffing requests. If 1 work-year or more of the SAQ’s effort is devoted to O&M,
MPA, R&D, or other functions, the Combatant Command should combine those functions into a
single position and fund it accordingly.

C2.5.3.4. Temporary or Permanent Personnel. In general, temporary duty personnel
from outside the SAO should perform Security Assistance functions if those functions would
detract from permanently assigned SAO personnel performing their primary management and
oversight duties or if those functions involve dedicated training and advisory functions.
Permanently assigned SAO personnel should not be dedicated to a single project when its
primary purpose is to assist the host Government in a function in which the host Government
should ultimately be self-sufficient. The degree of involvement and the extent of dedicated
effort required to perform the function is the determinant. Dedicated planning, training,
advising, and management of logistics centers are a few examples of Security Assistance
functions that should be funded by the host Government or other channels.

C2.5.3.5. Responsibilities for Manning Authorizations. The Combatant Command, the
Joint Staff, and DSCA determine the positions, if any, that can be added or changed to another
funding source based on an assessment of the Security Assistance mission. The Combatant
Command processes revised workforce costs as a result of such changes using the Chairman of
the Joint Chiefs of Staff procedures and applicable directives. They coordinate with the
appropriate DoD offices. The Combatant Command must obtain the approvals of the DoS and
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the COM for changes in size, composition, or mandate of the SAOs through the National
Security Decision Directive (NSDD) 38 (reference (r)) process. The Director, DSCA has
approval authority for changes.

C2.5.4. Channels of Communication for SAOs. Figure C2.F1. shows the decision channels
involved in Security Assistance.

Figure C2.F1. Security Assistance Decision Channels

The President
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C2.5.4.1. SAO personnel serve under the direction and supervision of the COM as
authorized by the FAA. The Combatant Commanders command and supervise the SAQOs in
matters that are not COM functions, including the provision of technical assistance and
administrative support. The SAO Chief ensures that all SAO activities are fully coordinated with
the COM.

C2.5.4.2. SAOs communicate directly with DSCA and MILDEP Security Assistance
elements as appropriate and provide information copies of communications of record to the
Combatant Command for evaluation and comment as specified by the Combatant Command.

C2.5.4.3. The MILDEPs maintain offices to coordinate acquisition activities, identify
technological capabilities, stimulate participation in joint projects, and fund local basic research
and studies. These offices establish formal liaison with the SAOs to maximize complementary
activities.
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C2.5.5. Directives and Record Communications. Security Assistance directives and record

communications to the Combatant Commands, SAOs, and MILDEPs that have military
operational or policy implications require coordination with the Chairman of the Joint Chiefs of
Staff. All Security Assistance directives and record communications from the Chairman of the
Joint Chiefs of Staff to the Combatant Commands (e.g., new fighter aircraft sales policy
recommendations), SAOs, and MILDEPSs require coordination with the Director, DSCA. If
appropriate, the Director, DSCA, coordinates further within OSD and the Executive Branch.

C2.5.6. Defense Cooperation in Armaments (DCA). The Secretary of Defense has directed

a DoD-wide emphasis on NATO DCA to include armaments cooperation, DIC, reciprocal MOU
implementation, and Security Assistance. It is essential to coordinate and track DCA activities in
a timely manner. Figure C2.F2. shows the DCA decision channels. Table C2.T4. identifies the
DCA programs and the responsible office.

Figure C2.F2. Defense Cooperation in Armaments (DCA) Decision Channels
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Table C2.T4. Defense Cooperation in Armaments (DCA) Programs

Responsible
Program Type Office
U.S. development and acquisition, involving the expenditure of U.S. funds, or equivalent
1 : ) . L . USD(AT&L)
compensation, to acquire foreign technical information or components.
2 Joint U.S. and foreign development programs involving shared efforts and expenditure of USD(AT&L)

U.S. funds or equivalent compensation.

Foreign production of U.S.-designed equipment (i.e., co-production) under predominantly
3 | commercial arrangements with shared product improvement potential involving U.S. funds | USD(AT&L)
committed or anticipated.

Foreign production of U.S.-designed equipment, under either commercial or FMS
4 | arrangements, with no U.S. program or commitments involved (but with flowback included DSCA
without charge).

Foreign production of U.S.-designed equipment (i.e., co-production) with anticipated or
5| committed U.S. second source utilization. Foreign countries acquisition of U.S. data or USD(AT&L)
equipment by means of either commercial or FMS arrangement is secondary issue.

Foreign production of U.S.-designed equipment (i.e., co-production) where principal issue
6 | is acquisition of data or equipment from U.S. sources, via FMS or commercial, without DSCA
U.S. commitment or funding for second source.

Sale of U.S. equipment or services in order to further the foreign production of U.S.-

designed equipment with no U.S. commitment or funding involved. DSCA

8 | Cooperative logistics support arrangements for alliance-fielded equipment. USD(AT&L)

C2.5.7. SAO and Industry Interface Policy and Guidelines

C2.5.7.1. SAO Assistance to Industry. Individuals marketing U.S. defense products
should receive the same courtesy and support offered to persons marketing other U.S. products.
The SAO, rather than the Commercial Attache, is the principal point of contact in U.S. missions
for most U.S. defense industry representatives marketing defense equipment. It is in the U.S.
national security and economic interests that if a country intends to purchase a defense article it
be a U.S. product. Consequently, SAOs should support the marketing efforts of U.S. companies
while maintaining strict neutrality between U.S. competitors. The SAO facilitates the flow of
U.S. systems information, subject to releasability considerations including export licensing,
while avoiding advocacy of a program with a specific U.S. producer. DSCA works closely with
industry representatives to develop a mutually supportive relationship. The following guidance
is designed to supplement DoS guidance and to define an appropriate SAO and U.S. industry
representative relationship.

C2.5.7.1.1. Providing Country Information. SAOs should be well informed and
responsive to U.S. defense industry interests in the host country. The SAO should draw on
resident Embassy experts (e.g., Commercial, Economic, or Political Officers) to inform industry
representatives of the country’s financial position, any International Monetary Fund controls and
restrictions on credit, and the relationship between the MOD and other Government branches.
Upon request, but subject to factors such as availability of resources and country sensitivity to
release of specific data, the SAO provides industry representatives the following types of
unclassified information:
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C2.5.7.1.1.1. Data on the defense budget cycle in the host country including the
share of that budget devoted to procurement. Industry representatives may also be informed of
the country’s current FMS, FMF, and MAP budgets.

C2.5.7.1.1.2. Information on the national decision making process, both formal
and informal, and on decision makers in the MOD and military services.

C2.5.7.1.1.3. Information on the national procurement process, to include bidding
procedures, legal or policy impediments to procure from U.S. sources, and other information
needed for the U.S. commercial competitor to work with the country.

C2.5.7.1.1.4. Estimates of the kind of equipment the country needs to fill current
and future defense requirements and when appropriate procurement plans for this equipment.

C2.5.7.1.1.5. Information on the marketing efforts of foreign competitors.

C2.5.7.1.1.6. Information on the major in-country defense firms and their
products. This can assist U.S. firms to identify possible subcontract support services, or teaming,
licensing, and other cooperative arrangements.

C2.5.7.1.2. Reciprocal Procurement Agreements. Countries that have reciprocal
procurement agreements with the Department of Defense (covering mutual cooperation in R&D,
production, procurement, and logistics) have agreed to provide equal access to each other’s
defense markets. Based on these agreements, SAOs should have a working knowledge of the
host country’s acquisition system. In conjunction with the Embassy Commercial Attaché, the
SAO should have a process for obtaining procurement information on bid solicitations. Such
information should be obtained at the same time as bid solicitations are provided to in-country
suppliers. Reciprocal agreement and host country solicitation information should be provided to
appropriate U.S. industry representatives. The exchange of information between the SAO and
the industry representative is used to monitor host country compliance with the reciprocal
agreement. If the SAO suspects that U.S. companies do not have equal access to the host
country defense market or if U.S. industry representatives can provide information that indicates
an agreement is not being honored, the SAO works with the Embassy Commercial Attaché to
resolve the issue and advise the host country procurement officials and appropriate OSD
activities.

C2.5.7.1.3. Appointments. The SAO should assist industry representatives with visit
appointments in the Embassy and, as time and circumstances permit, with host country MOD
and services (e.g., provide appropriate country individuals or office POCs). Industry
representatives make appointments with country officials to avoid the impression of SAO
endorsement of a given item or service. The SAO makes the appointment only if the host
country desires that appointments be made through the SAO. The SAO may attend key meetings
to help assess defense requirements and the extent of U.S. industries’ ability to meet those
requirements, if requested by the industry representatives and the host Government.

C2.5.7.1.4. U.S. Competitors. Unlike most countries that sell defense equipment, the
United States is likely to have more than one weapon system manufacturer. The SAO must
maintain neutrality between U.S. competitors. When more than one U.S. competitor is involved,
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the SAO should explain to host country personnel why a U.S. system would be to the country’s
advantage. If asked by a representative of one U.S. company, the SAO can acknowledge
whether and when other U.S. vendors have come through the country, but should not divulge any
marketing strategy or other proprietary information of any U.S. competitor. In cases where it is
clear that there is only one U.S. source or producer marketing a system, the SAO may endorse a
specific American product to the host Government. If it has not already been communicated to
the SAO that a specific product or capability is to be supported, the SAO may inquire from
DSCA whether the Department of Defense can actively participate in supporting a specific sale.

C2.5.7.1.5. Commercial Versus FMS Sales. Generally, the Department of Defense
supports fulfillment of foreign countries’ defense needs through either FMS or commercial
channels. Unless the host country requests the purchase be made through FMS, the Department
of Defense tries to accommodate the U.S. contractor’s preference for direct commercial sale
(DCS). In addition, normally the Department of Defense does not provide price quotes for
comparison of FMS to DCS. To avoid any pricing discrepancies and to ensure that the SAOs
provide accurate P&A data, inquiries on pricing are referred to the appropriate MILDEP and/or
DSCA (see Chapter 5). All sales, either FMS or DCS, may include differences in delivery
schedules, equipment modifications, spare parts, and training packages, and the recipient should
exercise caution in comparing FMS and DCS data. The SAO assists a broad spectrum of U.S.
defense industry marketing efforts and the SAO is expected to provide adequate support to
vendors regardless of the complexity or price of the item.

C2.5.7.1.6. Follow-Up. The SAO Chief should encourage visiting U.S. contractors
to debrief the SAO Chief and other relevant members of the mission staff on their experiences in
country. The SAO Chief responds to follow-up inquiries from industry representatives with
respect to any reactions from host country officials or subsequent marketing efforts by foreign
competitors. The SAO Chief alerts embassy staff to observe reactions of the host country
officials on U.S. defense industry marketing efforts. As appropriate, the SAO Chief can pass
these reactions to the U.S. industry representatives.

C2.5.7.1.7. Exceptional Circumstances. If the SAO believes that the marketing
efforts do not coincide with overall U.S. defense interests or have potential for damaging U.S.
credibility and relations with the country, these concerns, along with a request for guidance, is
sent to the MILDEP and/or DSCA.

C2.5.7.2. Industry Guidelines for Interfacing with SAOs. To support U.S. policy, trade,
and interests, including enhancement of U.S. defenses through support to friendly countries, the
USG and U.S. industry must work together through both FMS and DCS channels to effectively
market U.S. military items and services. The major differences between FMS and DCS are
presented in the DISAM book, “The Management of Security Assistance,” (reference (s)) and
other DoD publications pertaining to Security Assistance. They are available from DISAM.
SAOQs are responsible for long-term mutually beneficial relationships between the United States
and host countries. The SAO promotes maximum defensive capability within available
resources. The SAO must give their overall mission precedence over the benefits of a
prospective sale.
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C2.5.7.2.1. Contacts with Country Representatives. In international marketing,
ethics, customs, policies, and laws sometimes vary from those accepted or in-force in the United
States. Industry representatives must familiarize themselves with the foreign country’s
circumstances and with U.S. laws that govern the conduct of international business.

C2.5.7.2.2. Quality of Products and Support. Industry representatives should be
knowledgeable and forthright concerning follow-on support arrangements and should assist
purchasers in using the available logistics infrastructure to operate and maintain marketed
equipment. This is especially important in less-developed countries. In any DCS, but
particularly for those items not in the DoD inventory, industry should provide a total package,
including concurrent and follow-on spare parts, special tools, publications, training, and a repair
and return program. Quality control and customer service should be present through delivery
and acceptance.

C2.5.7.2.3. Administration Actions. 30 days in advance of initial visits, defense
industry representatives should provide SAOs: a synopsis of equipment and services proposed
for sale; current export license information, including restrictions and provisos; dates of planned
in-country travel; non-proprietary information already provided to the host country, or other
contacts concerning this equipment or service; and specific support (briefings, appointments)
requested. To help ensure program continuity, industry representatives should also brief SAOs
before departing the host country.

C2.6. DEPARTMENT OF COMMERCE

The Department of Commerce (DoC) advocates on behalf of U.S. companies for foreign defense
contracts, and works closely with the DoS and the Department of Defense and U.S. missions to
engage foreign decision makers on the strategic, military, and economic issues associated with
major defense procurements. It also reviews EDA allocations, materiel surveys, and
international agreements. The DoC regulates the export of sensitive dual-use goods and
technologies. The DoC also administers the Defense Priorities and Allocations System.

C2.7. FOREIGN PURCHASER

Foreign purchasers submit Security Assistance requests through the proper channels with all
required information. Purchasers agree not to transfer U.S.-origin defense articles, training, and
services to anyone not as office, employee, or agent of their Government; to use such defense
articles, training, and services only for the purposes for which they are furnished; and to
participate in the EUM program. Purchasers ensure that the Military Assistance Program
Address Directory (DoD 4000.25-8-M (reference (t))) addresses are accurate. Other
responsibilities of the foreign purchaser are specified throughout this Manual.
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C3. CHAPTER 3

TECHNOLOGY TRANSFER AND DISCLOSURE

C3.1. TECHNOLOGY TRANSFER

DoD Directive 2040.2 (reference (u)) requires that the Department of Defense treat defense-
related technology as a valuable, limited national security resource and apply export controls to
its release. Table C3.T1. summarizes the DoD technology transfer policies implemented through
strategic trade licensing, munitions licensing, and the Foreign Military Sales (FMS) processes.

Table C3.T1. DoD Technology Transfer Policies

DoD Technology Transfer Policies

Manage transfers of technology, goods, services, and munitions consistent with United States (U.S.)

1 foreign policy and national security objectives.

5 Control the export of technology, goods, services, and munitions, which could prove detrimental to
U.S. security interests.

3 Limit transfers of advanced design and manufacturing know-how to those that support specific
national security objectives.

4 Facilitate the sharing of technology only with allies and nations that cooperate in safeguarding the

technology and reciprocate in sharing such technology.

5 | Seek to strengthen foreign procedures to protect sensitive and defense related technology.

Comply with the National Disclosure Policy (NDP) in cases involving the release of classified

6 military information.

7 Ensure that the requirements of DoD Directive 5230.24, DoD Directive 5230.25, and DoD 5200.1-R
(references (v), (w), and (x)) are adhered to regarding Controlled Unclassified Information (CUI).
Ensure that transfers of munitions and services technology receive special scrutiny, taking into

8 account the importance of arms cooperation with North Atlantic Treaty Organization (NATO) and

other close friends and allies, potential third party transfers, and the protection of advanced military
operational capabilities.

C3.1.1. Technical Data

C3.1.1.1. Definition of Technical Data. The International Traffic in Arms Regulations
(ITAR) (22 CFR parts 120 — 130 (reference (n))) defines technical data as: information, other
than software that is required for the design development, production, manufacture, assembly,
operation, repair, testing, maintenance, or modification of defense articles including blue prints,
drawings, photographs, plans, instructions, and documentation; classified information relating to
defense articles and services; information covered by an invention secrecy order; and software,
as defined in the 22 CFR part 121.8(f) (reference (n)), directly related to defense articles.
Technical data does not include information concerning general scientific, mathematic, or
engineering principles commonly taught in schools, colleges and universities, or information in
the public domain. Technical data does not include basic marketing information on function,
purpose, or general system descriptions of defense articles.

C3.1.1.2. Release Of Technical Data. Releasability of technical data is considered in the
same manner as other potentially sensitive parts of the program. In accordance with 22 CFR part
124.2 (reference (n)), the release of technical data is limited to the provision of training in basic

57 CHAPTER 3



DoD 5105.38-M, October 3, 2003

operations and maintenance of defense articles lawfully exported. This specifically excludes the
release of technical data for training in support of intermediate and depot level maintenance.
Release in support of intermediate and depot level maintenance must be reviewed to ensure that
the Technical Data Package (TDP) does not contain information that can be used for design,
development, or production of an item. Controlled Unclassified Information (CUI) is exempt
from public disclosure under 5 U.S.C. 552 (reference (y)) (Freedom of Information Act) (see
paragraph C3.4.1.) and must be reviewed in foreign disclosure channels before release to foreign
Governments or international organizations.

C3.1.1.2.1. Release of USG Owned Technical Data. The USG either owns or has the
legal right to use defense-related technical data. USG owned TDPs are released under FMS
procedures and only in support of a specifically defined, lawful, and authorized USG purpose.
The Letter of Offer and Acceptance (LOA) must cover the full cost of preparation, reproduction,
and handling of technical data.

C3.1.1.2.2. Release of Privately Owned Technical Data. When private ownership
exists, foreign representatives normally request the data through commercial channels. Release
is subject to export licensing requirements. If the DoD Components release such information
under a Security Assistance program, the data must be properly marked and the owner must
authorize release. The Letter of Offer and Acceptance (LOA) must cover the full cost of
preparation, reproduction, and handling of technical data.

C3.1.1.3. Requests for TDPs. TDP requests must specify if the TDP is for use in
operating and maintaining U.S.-origin defense equipment; for study purposes to determine if a
request for production authorization will be submitted; or for production of the defense article or
component(s) or follow-on development or improvement of an item of U.S. equipment (or
derivations thereof). The LOA must identify the purpose for which the TDP is provided. See
Chapter 5, Table C5.T5. for exact note placement and wording.

C3.1.1.4. Sale of TDPs for Operation and Maintenance (O&M). TDPs are sold for
O&M only if the Implementing Agency verifies that the article was provided to the purchaser
through authorized transfer and there is no other viable means of maintaining the U.S.-origin
equipment. The Implementing Agency provides the LOA (or other documentation that validates
the authorized transfer of the U.S.-origin equipment) and Table C3.T2. information to the release
and disclosure authority for use in making a release determination. If the proposed release
involves classified information or CUI, the decision must be approved by a Designated
Disclosure Authority appointed pursuant to DoD Directive 5230.11 (reference (h)). A standard
note is included in LOAs that contain O&M TDPs. See Chapter 5, Table C5.T5. for the LOA
note wording.

58 CHAPTER 3



DoD 5105.38-M, October 3, 2003

Table C3.T2. Data Sheet for TDPs Transferred for Operations and Maintenance

Data Sheet for TDPs Transferred for Operations and Maintenance (O&M)

[EE

Nomenclature of hardware, major end item, or component, as applicable

2 | Major assemblies or components in TDP having USG patent or other proprietary rights not
releasable without prior approval

3 | Statement as to whether the TDP requirement would be met by means of pertinent DoD
instructions, maintenance manuals, or other similar publications

4 | In-country inventory of major end items requiring maintenance support from the requested TDP
Current status of DoD maintenance capability (e.g., is there an excess depot level capability at the
DoD facility?)

Estimated date by which USG repair parts support terminates

Security classification of the TDP

Identify any classified information or CUI

Verification of legal rights to release the TDP for this purpose

0 | The DoD Component recommendation on releasing the TDP

1 | Attach copy of pertinent correspondence with purchaser

(6]

|0V

=

C3.1.1.5. Sale of TDPs for Study or Production. TDPs are offered for study only when
the Department of Defense is prepared to release the TDP for production. If an article is in
limited supply or if foreign production would adversely impact the U.S. mobilization base,
requests for TDPs for study or production are normally denied. The Implementing Agency
provides the LOA and Table C3.T3. information to the release and disclosure authority for use in
making a release determination. If the proposed release involves classified information or CUI, a
Designated Disclosure Authority appointed pursuant to DoD Directive 5230.11 (reference (h))
must approve the decision. Standard notes are included in LOAs that contain TDPs for study or
production. See Chapter 5, Table C5.T5. for the wording of these notes.

Table C3.T3. Data Sheet for TDPs Transferred for Study or Production

Data Sheet for TDPs Transferred for Study or Production

Nomenclature of defense article to be studied or produced

Quantity to be produced by, and production schedule of, the requesting Government

Use of article to be produced, with names of third country purchasers if for third country sale
Stock on hand, show separately any quantity beyond approved acquisition objective

U.S. and foreign production history for last 5 years

Production plans (a) underway, (b) approved, and (c) proposed

Estimated date by which USG repair parts support terminates

Known U.S. source(s) of supply

9 | USG cost of the article

10 | Security classification of the TDP and of the article to be produced

11 | Other countries authorized to produce the article

12 | Anticipated impact of TDP sale on U.S., FMS, or other programs

13 | Whether production recipients previously obtained the article and quantities obtained

14 | Verification of legal rights to release the TDP for this purpose

15 | TDP elements having patent or other proprietary rights not releasable without prior approval
16 | Whether TDP requirement could be met by maintenance manuals or other publications

17 | The DoD Component recommendation regarding release of the TDP

18 | Attach copy of pertinent correspondence with purchaser

O N|O|OIBWIN|F-
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C3.1.1.6. Revisioning Services. After TDPs have been approved for transfer, revisioning
services can be offered. Revisioning services may appear as a separate line item on the LOA
transferring the TDP or they may be offered on a separate LOA. Revisioning services require a
unique LOA note shown in Chapter 5, Table C5.T5. If previous TDP transfer notes on the case
require updating, the revisioning services LOA must contain the complete provisions required
for initial TDP transfer.

C3.1.1.7. Restrictive Markings on TDPs. Implementing Agencies must ensure the TDP
includes markings showing the rights of use authorized and not authorized, the security
classification, and other restrictions. Each separate part of the technical information including
drawings and aperture cards are marked. If individual part marking is not possible, TDP cover
information provides the restrictions. DoD Directive 5230.24 and DoD Directive 5230.25
(references (v) and (w)) provide DoD policy and procedures for marking and handling export-
controlled technical data that are critical technology. Technical data so marked constitute CUI.

C3.1.1.8. TDPs Related to Defense Articles Manufactured by Watervliet Arsenal. See
Chapter 4, paragraph C4.3.10. for information on these items.

C3.1.2. Foreign Manufacture. Foreign manufacture of U.S. equipment benefits the United
States when it strengthens friendly defense forces, improves U.S. defense relationships, or
enhances interoperability. It may also benefit the United States when it is advantageous to assist
in maintaining the purchaser’s defense industrial base or in improving general defense
capabilities by means of collaborative defense programs. Program implementation can be
through an FMS case that provides the purchaser with technical data and authority necessary to
operate and maintain or manufacture the defense article. Implementation can also involve an
international agreement (such as for cooperative development) or an LOA and complementary
international agreement in the form of a Memorandum of Understanding (MOU) or a
Memorandum of Agreement (MOA). (See DoD Directive 5530.3 (reference (aa)).) A program
specific MOU or MOA is the preferred method when there is no General Security Agreement
with the purchaser. Sample security language for a program specific MOU or MOA is provided
at Figure C3.F1.
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Figure C3.F1. Sample Text for a Program-Specific Security Agreement

When there is no General Security of Information Agreement or General Security Military
Information Agreement with a purchasing government, a program specific security agreement will
contain the provisions described below, at a minimum. The agreement must be approved by the
Office of the Deputy Under Secretary of Defense for Technology Security Policy &
Counterproliferation (ODUSD(TSP&CP)) prior to discussion with the purchasing government.
Any modification to the text during negotiation must be approved by the ODUSD(TSP&CP).
Once the terms set forth in the agreement are agreed upon, the DUSD(TSP&CP) shall sign or
delegate authority to sign the agreement.

1. The first paragraph shall contain a reference to the pertinent Letter of Offer and Acceptance,
citing the Case Designator, and indicate that the agreement takes precedence. For example: This
security agreement between the Department of Defense of the United States of America and the
Ministry of Defense of the Government of [insert the country] (hereafter, “the Parties”) establishes
the terms and conditions by which classified information and material related to the [insert
system] to be sold to the Government of [insert the country] under Letter of Offer and Acceptance
[insert Case Designator] will be protected. In the case of any difference in interpretation between
the terms of Letter of Offer and Acceptance [insert Case Designator] and this Agreement, the
terms of this Agreement will govern. The Parties hereby agree as follows:

2. Definitions:
a. Information - Knowledge in any form (i.e., in oral, visual or material form).

b. Classified Information - Information that has been determined to require protection in the
interests of national security and is marked with a classification designation by the country that
originated the information (e.g., Top Secret, Secret, Confidential, or Restricted).

c. Material - Tangible matter, such as documents, equipment, photographs, magnetic tapes,
computer disks, or other tangible matter that my contain information.

d. Facility - Physical location, such as a building or compound.
e. Disclose/Disclosure - Providing of information in any form (i.e., oral, visual, or material).
f. Release - Disclosure of information in material form (e.g., documentary form).

3. Classified information and material shall be transferred through official government channels
or through other channels that may be agreed upon in writing by the responsible security officials

of the Parties. When a transfer of classified information or material is executed, a Transportation

Plan shall be prepared to describe security requirements and arrangements for each segment of the
transfer, from the point of origin to the ultimate destination.

4. Each Party shall take all lawful steps available to it to ensure that classified information and
material provided or generated pursuant in connection with the sale of the (cite system) shall be
protected from compromise or further disclosure unless such disclosure is authorized by the Party
that provided the information or material. Accordingly, each Party shall:

a. The recipient Party will not disclose or release or authorize the disclosure or release of the
information or material to any government, person, firm, organization, or other entity of a third
country, or to any firm, organization or entity that is owned or controlled by a third country
person or entity, without the prior written consent of the Party that provided the information or
material.
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Figure C3.F1. Sample Text for a Program-Specific Security Agreement (cont)

b. The recipient Party shall not use or permit the use of the classified information or material
for any purpose other that for which it was provided pursuant to Letter of Offer and Acceptance
[insert Case Designator] without the prior written consent of the Party that provided the
information or material.

c. The recipient Party will provide security protection for the classified information or
material in a manner that is no less stringent than the protection provided to its own classified
information and material of an equivalent security classification level.

5. Prior to the disclosure or release of any classified information or material provided or
generated under Letter of Offer and Acceptance [insert Case Designator] to a person or a facility
within its territory, consistent with paragraph 4.a., above, the recipient Party shall:

a. Ensure that any facility (governmental or commercial) to which the information or material
may be provided has the capability to protect the information or material and the responsible
person at the facility has executed a written contractual arrangement under which the person
agrees to provide such protection.

b. Ensure that all persons who will be authorized to have access to the information or material
have been determined to be qualified for access to classified information, have an official need
for such access, and have been informed of their responsibilities for protecting the information
or material.

c. Appoint a person at each facility that will have access to the classified information or
material who will be responsible for ensuring the proper protection of the information or
material.

d. Conduct periodic inspections of all facilities that will have access to the information or
material and ensure that the information or material is properly protected.

6. Each Party shall report to the other Party any loss or compromise, or potential loss or
compromise, of classified information or material provided or generated under Letter of Offer and
Acceptance [insert Case Designator].

7. Any visit by representatives of either Party to the territory of the other Party related to Letter
of Offer and Acceptance [insert Case Designator] shall be submitted through government channels
in compliance with the visit procedures of the country that will host the visit. Visitors shall be
required to protect any classified information or material disclosed or released during the visit in
compliance with this Agreement.

8. Each Party shall accept visits by security officials of the other Party, when mutually
convenient, to review the requirements set forth in this Agreement.

9. This agreement shall remain in force as long as classified information or material provided or
generated under Letter of Offer and Acceptance [insert Case Designator] remains in the possession
of the Government of [insert Country].
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C3.2. MISSILE TECHNOLOGY CONTROL REGIME

C3.2.1. Missile Technology Control Regime (MTCR) Definition. The MTCR is an informal
international political arrangement designed to control the proliferation of rocket and unmanned
air vehicle (UAV) systems (and their associated equipment and technology) capable of
delivering weapons of mass destruction. It was formed in 1987 and currently includes 33
member countries. Regime controls are applicable to all items on the MTCR annex to include all
items listed in 22 CFR part 121.16 (reference (n)). The MTCR Annex Handbook is published by
the DoS (http://www.mtcr.info/).

C3.2.2. MTCR Screening Process. Although the regime is a political commitment rather
than a treaty with international legal obligation, many countries, including the United States,
have passed laws restricting the export of MTCR-controlled items (Arms Export Control Act
(AECA), Chapter 7 (reference (c))). The Department of State (DoS), the Department of
Commerce (DoC), and the Department of Defense all have a role in regulating the export of
MTCR-controlled items from the United States. The Department of Defense identifies MTCR-
controlled items that purchasers have requested via FMS.

C3.2.2.1. The System Program Office (SPO), Program Manager (PM), or equivalent
performs a technical review of each LOA, as early in the LOA development process as practical.
Possible MTCR-controlled items contained in the LOA or envisioned to be part of the associated
program are identified. To ensure technical reviews are standardized, reviewers must complete a
Defense Security Cooperation Agency (DSCA)-approved Missile Technology Proliferation
Course, or have equivalent experience in MTCR and Ballistic Missile Proliferation.
Implementing Agencies maintain a roster of personnel trained and/or knowledgeable on MTCR
controls.

C3.2.2.2. Implementing Agencies screen all LOAs for MTCR-controlled items. The
LOA transmittal memorandum to DSCA must contain a statement that a qualified individual
accomplished an MTCR review. If MTCR items ARE NOT identified in the review, this is
stated in the LOA transmittal memorandum. If MTCR-controlled items ARE identified in the
LOA, the following procedures are used.

C3.2.2.2.1. The reviewer transmits a list of the MTCR-controlled items to the
Implementing Agency MTCR point of contact (POC) at the earliest opportunity to ensure
minimal delays in the LOA processing time. This list includes: the case identifier; a general case
description identifying major associated systems; the Military Articles and Services List (MASL)
number of each MTCR-controlled item; the nomenclature of each item; and a detailed
description of each item including the manufacturer.

C3.2.2.2.2. The reviewer must report the compounds listed in Item 4 of the MTCR
Annex if they are to be exported in bulk as an input for a manufacturing process, or in any other
manner or form that might support the creation of a propellant for a missile or a UAV. However,
the reviewer is NOT to report Item 4 explosive compounds if they are molded or poured into a
form that precludes their use as rocket propellant (e.g., as a bursting, propelling, or gas-
generating charge in a shell, cartridge, squib, or actuator).
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C3.2.2.2.3. The reviewer is NOT to report as a possible MTCR-controlled item any
common type munition fuse, even though all such fuses meet the criteria of Item 2.A.1.f. in the
MTCR Annex (i.e., “weapon or warhead safing, arming, fusing and firing mechanisms...”). If
the fuse in question is an unusual type, a rough equivalent of which is not likely to be found in
most foreign arsenals, or if the fuse uses sophisticated means to determine burst height (e.g.,
radar), the reviewer should report it.

C3.2.2.2.4. The Implementing Agency MTCR POC verifies the list and forwards it
via memorandum to DSCA (Policy, Plans, and Programs Directorate (Weapons Division)). The
memorandum should be submitted electronically to mtcr@dsca.mil. The name, telephone and
fax number, and e-mail address of the Implementing Agency MTCR POC are included.

C3.2.2.2.5. DSCA (Policy, Plans, and Programs/Weapons Division) reviews and
forwards the memorandum to the DoS, Deputy Director, Office of Chemical, Biological, and
Missile Nonproliferation, Bureau of Nonproliferation (NP/CBM), for review and approval.

C3.2.2.2.6. DoS (NP/CBM) coordinates the possible transfer of the MTCR-
controlled items. This process is accomplished in advance of final LOA development to avoid
delays.

C3.3. DISCLOSURE OF CLASSIFIED MILITARY INFORMATION

C3.3.1. Disclosure of Classified Military Information Policy. DoD Directive 5230.11
(reference (h)) implements National Disclosure Policy (NDP-1). Itis U.S. national and DoD
policy that classified military information is a national security asset that shall be protected. It
can be shared with foreign Governments only when there is a clearly defined benefit to the
United States, when authorized by officials designated under DoD Directive 5230.11 (reference
(h)), and when all DoD Directive 5230.11 (reference (h)) requirements are met.

C3.3.2. Disclosure Authorities. Under the terms of NDP-1, the National Disclosure Policy
Committee (NDPC) is the central authority for formulating, promulgating, administering, and
monitoring NDP-1. The Secretary of Defense or the Deputy Secretary of Defense are the only
officials who may grant unilateral exceptions to the National Disclosure Policy. However, in
most cases, exceptions to policy are granted or denied by the NDPC. Under DoD Directive
5230.11 (reference (h)), the Secretary of Defense has delegated disclosure authority to the
Secretaries of the Military Departments (MILDEPs) and other DoD officials whose decisions
must be in compliance with NDP-1. They are required to appoint a Principal Disclosure
Authority (PDA) at component headquarters level to oversee the disclosure process and a
Designated Disclosure Authority (DDA) at subordinate command and agency levels to oversee
disclosure decisions at their level when disclosure authority is delegated. It is the PDA or DDA
who is authorized to make disclosure decisions, unless authority is otherwise delegated in a
Delegation of Disclosure Authority Letter (DDL).

C3.3.3. Disclosure Decisions

C3.3.3.1. Disclosure of classified information relating to defense articles and services is
evaluated on a case-by-case basis in accordance with NDP-1, DoD Directive 5230.11 (reference
(h)), and MILDEP regulations. Specifically designated foreign disclosure officials in the
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MILDEPs and defense agencies (see paragraph C3.3.2) must authorize disclosure of information
originated by or for those departments and agencies. The Implementing Agency uses the
resulting disclosure determination to implement approved transfers of classified information.

C3.3.3.2. Disclosure authorizations for classified information are recorded in the
National Disclosure Policy System (NDPS), Foreign Visit System (FVS), and Foreign
Disclosure System (FDS), which are part of the DoD Security Policy Automation Network
(SPAN). The Technology Protection System (TPS) (also part of SPAN) is used to process
export license applications.

C3.3.3.3. The SPAN operates both a classified and a separate unclassified network. The
classified network supports coordination among DoD activities on export control, international
arms control and cooperation subjects in addition to foreign disclosure decisions. Foreign
embassies within the National Capital Region are able to process international visit and requests
for documentary information through the unclassified network.

C3.3.4. False Impressions. U.S. policy is to avoid creating false impressions of its readiness
to make available classified military materiel, technology, or information. Much military
hardware is unclassified, however its operation and maintenance or related training may involve
sensitive classified information. Some classified information (e.g., Sensitive Compartmented
Information (SCI), COMSEC information, etc.) may require approval outside of the Department
of Defense and the NDPC. Disclosure decisions must be based on the type and classification
level of all information required for release. If a purchaser is not authorized to receive the
highest level of required classified information, weapon specific information or Price and
Availability (P&A) data (even if it is unclassified) MAY NOT be released or discussed until
authority is obtained.

C3.3.5. Visits, Assignments, and Exchanges of Foreign Nationals. Many disclosures of
classified information occur as a result of visual demonstrations or verbal exchanges during
meetings or visits. DoD Directive 5230.20 (reference (ab)) contains standard procedures
concerning visits, assignments, and exchanges of foreign nationals to the Department of Defense
and to DoD contractor facilities over which the DoD Components have security responsibility.
Approval of a classified visit is a disclosure decision. With few exceptions, visits and
assignments requiring access to classified material are processed through the DoD FVS of the
SPAN. One exception is for visits by students under Security Assistance-sponsored training
programs where the DD Form 2285, “Invitational Travel Orders (ITO)” (see Chapter 10, Figures
C10.F3. and C10.F4.) provides the necessary security information. Visits are categorized as one-
time, recurring, or extended visit authorizations.

C3.3.5.1. One-Time Visit Requests. Approval of a one-time visit request permits a
single, short-term (normally less than 30 days) visit for a specified purpose.

C3.3.5.2. Recurring Visit Requests. A recurring visit authorization permits intermittent
visits over a specified period of time for a Government-approved license, contract or agreement,
or other program when the information to be released has been defined and approved for release
in advance by the USG.
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C3.3.5.3. Extended Visit Requests. An extended visit permits a single visit for an
extended period of time (beyond 30 days) for a foreign Government contract or joint program
(e.g., joint venture, representative to a joint or multinational program), or for a liaison officer,
exchange officer, or cooperative program person under authorized international agreements.
Before any commitment is made to assign a liaison officer to a cleared defense contractor facility
in support of the sale of defense articles or services, the extended visit shall be coordinated and
agreed to with the contractor and the supporting Defense Security Service (DSS) office, in order
to fix responsibility for security oversight. The specific terms of the assignment, including
security responsibility, shall be set forth in the supporting contract.

C3.3.6. National Industrial Security Program (NISP). U.S. security depends on the proper
safeguarding of classified information released to industry. The NISP assures safeguarding of
classified information released during all phases of the contracting, licensing and grant process to
cleared U.S. contractor facilities. The NISP also applies to all classified information not released
under a contract, license certificate, or grant and to Foreign Government Information (FGI)
furnished to contractors that requires protection in the interest of national security. DoD
5220.22-R (reference (ac)) provides NISP policies, practices, and procedures used by the
Department of Defense to ensure maximum uniformity and effectiveness in its application
throughout industry. DoD 5220.22-M (reference (m)) contains detailed security requirements for
U.S. contractors’ use in safeguarding classified information. The NISPOM is applied to industry
by management’s execution of the DoD Security Agreement (DD Form 441), and by direct
reference in the “Security Requirements” clause in the contract. The Defense Industrial Security
Clearance Office (DISCO) verifies the eligibility of industry personnel to access classified
defense information.

C3.3.7. U.S. Contracts with Foreign Firms. Implementing Agencies may award (or permit a
contractor to award) a classified contract to a foreign contractor provided the classified
information is releasable to the Government of the foreign contractor under NDP-1. The
Government of the foreign contractor must also have a security agreement or other security
arrangement with the United States wherein it agrees to protect the classified information
released to it. Implementing Agency responsibilities are contained in DoD 5220.22-R (reference
(ac)). Foreign disclosure implications are identified by the program office and resolved by the
supporting DDA, prior to any announcements that could lead to foreign involvement. Classified
information must be requested and transferred through Government channels in compliance with
the DoD Component documentary request procedures.

C3.3.8. Contracts Requiring Overseas Deliveries. When an Implementing Agency places a
contract with a cleared U.S. contractor for delivery of classified information or materiel to a
foreign Government, the Implementing Agency is responsible for delivery. See Chapter 7 for
more information regarding transportation of classified information.

C3.3.9. Release of Classified FMS Case Planning Information

C3.3.9.1. Tentative Security Assistance Plans and Programs. Classified planning
information for budget and future years may be released to a foreign Government or international
organization to the extent it is necessary for participation in the security assistance planning
process; it is necessary for development of related defense plans; the purchaser can maintain
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security precautions; and the purchaser uses the information only for the intended purposes. If
the release involves classified information or CUI, the release must be approved by the
supporting DDA. Classified dollar levels of proposed programs may be released only with
permission of the Director, DSCA, and DoS concurrence. U.S. officials releasing information
under this paragraph ensure that the recipient understands that the release does not constitute a
commitment by the United States.

C3.3.9.2. EMS Agreements. Once approved, classified information regarding the
quantity and projected delivery schedules for articles and services in FMS agreements may be
released to facilitate appropriate planning by the recipient, subject to assurance by the recipient
that it shall maintain adequate security precautions and shall use the information only for the
purposes for which provided.

C3.3.9.3. Procedures for Release. Release of classified information under subparagraphs
C3.3.9.1. and C3.3.9.2. is subject to the provisions of DoD Directive 5230.11 and DoD 5200.1-R
(references (h) and (x)). Release is made only to purchaser Government officials who require the
information in their official capacity.

C3.4. RELEASE OF INFORMATION

C3.4.1. Freedom of Information Act (FOIA). Records containing security assistance-related
information, including LOAs and FMS procurement contracts, are released in accordance with
the Freedom of Information Act, 5 U.S.C. 552 (reference (y)) as implemented in DoD 5400.7-R
(reference (ad)), DoD Instruction 5400.10 (reference (ae)), and DoD 5200.1-R (reference (x)).

C3.4.1.1. Any request under the FOIA for an LOA or FMS procurement contract should
be referred to the appropriate counsel of the DoD Component for action. Final decisions to
withhold or release, in whole or in part, LOASs already accepted or in preparation shall be
coordinated with DSCA (General Counsel).

C3.4.1.2. Under FOIA exemption (b)(4) (reference (y)), commercial or financial
information provided to the USG in confidence by a person (including a foreign Government or
a domestic or foreign business) may be exempt from disclosure to the public if it is the type of
information that is NOT released by the originator; if disclosure is likely to cause substantial
competitive harm to the originator; if disclosure is likely to impair the ability of the USG to
obtain necessary commercial or financial information in the future; or if disclosure is likely to
impair some other legitimate USG interest. Such information is to be marked “For Official Use
Only” in compliance with DoD 5400.7-R (reference (ad)). If the DoD Component determines
that it may be required to disclose commercial information obtained in confidence from a person,
corporation, or foreign Government, it shall notify the submitter of the information in accordance
with DoD 5400.7-R (reference (ad)), and Executive Order 12600 (reference (af)).

C3.4.1.3. Under FOIA exemption (b)(3) (reference (y)) and 10 U.S.C. 130c (reference
(ag), effective October 1, 2000, information provided by, made available by, or produced in
cooperation with, a foreign Government or international organization may be withheld from
release.
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C3.4.2. Release of Unclassified Information. Except as provided in subparagraph C3.1.1.2.,
unclassified information pertaining to systems for which the purchaser has been authorized
release may be provided by the USG to the purchaser country or international organization as
appropriate for purposes related to security assistance.

C3.4.3. In-Country Release Approval. Once a disclosure decision has been made in
accordance with paragraph C3.3.3., the Chief of the U.S. Diplomatic Mission must approve in-
country release of all security assistance information to a purchaser.

C3.4.4. Release of Foreign Government Information. Information provided by a foreign
Government (both classified and unclassified) in confidence, is held in confidence when the
foreign country expects it to be treated as such. Similar information produced by the USG as a
result of a joint arrangement with a purchaser is also held in confidence. DoD 5200.1-R
(reference (x)) provides instructions for protecting such information.

C3.4.4.1. Classification of foreign Government information is in accordance with DoD
5200.1-R (reference (x)). Foreign Government classification decisions shall be honored and
under no circumstances modified without the express written consent of the Government that
provided the information.

C3.4.4.2. Requests for mandatory review for the declassification of foreign Government
information are processed in accordance with DoD 5200.1-R (reference (x)).

C3.5. EXPORT LICENSE AND CUSTOMS CLEARANCE

C3.5.1. International Traffic in Arms Regulations (ITAR) Requirements. DoS policies and
procedures for the permanent export of items on the U.S. Munitions List (USML), purchased
under the FMS program, are set forth in the ITAR (reference (n)). The ITAR can be found at the
website: http://www.pmdtc.org/reference.htm. Export of USML items, including certain services
and technical information, generally requires a license unless it is done via FMS. The Defense
Technology Security Administration (DTSA) vets license applications through the Department
of Defense and other departments. This is done using the TPS. TPS allows all agencies, which
might have an interest in the technology in question to review the proposed export and to restrict
its terms and conditions, or recommend denial of license, if warranted. TPS includes search and
historical retrieval capabilities.

C3.5.2. International Traffic in Arms Regulations (ITAR) Exemptions. There are many
exemptions to the licensing requirements in reference (n). Some are self-executing by the
contractor who is to use them, and normally are based on prior authorizations. Other
exemptions, such as the exemption in 22 CFR 125.4(b)(1) (reference (n)) may be requested or
directed by the DoD Component. Only a Principal or a Designated Disclosure Authority has the
authority to exercise certain of these exemptions in compliance with the NISPOM (reference

(m)).
C3.5.3. DoD-Sponsored Shipments of FMS Materiel

C3.5.3.1. Export License Requirements for DoD-Sponsored Shipments. An export
license is not required when FMS materiel is moved through the Defense Transportation System

68 CHAPTER 3



DoD 5105.38-M, October 3, 2003

(DTS) unless the purchaser takes custody of the materiel in the United States. A DSP Form 94 is
required pursuant to ITAR, Part 126.6(c)(6)(ii) (reference (n)). When classified material is
involved, a Transportation Plan is required in accordance with ITAR, Part 126.6(c)(6)(iii)
(reference (n)).

C3.5.3.2. U.S. Customs Clearance Requirements for DoD-Sponsored Shipments. A
Shipper's Export Declaration (SED) (U.S. DoC Form 7525-V) may be required when FMS
materiel is moved through DTS. If a continental U.S. (CONUS)-located shipping activity offers
FMS shipment directly to commercial air carriers for lift to a purchaser's country, it may be
necessary for the shipper to prepare a SED to enable the materiel to depart CONUS. (Item 16 in
the SED must contain "M"s to identify the materiel as FMS exports. The Census Bureau
maintains a web page (http://www.census.gov/foreign-trade/www/correct.way.html) and
customer assistance phone number to assist shippers with SED preparation.)

C3.5.3.3. Overseas Customs Clearance Requirements for DoD-Sponsored Shipments.
The purchaser is responsible for obtaining overseas customs clearances and for all actions and
costs associated with customs clearances for deliveries of FMS materiel using DTS to a
purchaser's port of discharge (including delivery to third countries).

C3.5.3.4. Reporting of FMS Export Shipments for DoD-Sponsored Shipments. All USG
and DoD-sponsored shipments of FMS export materiel moving overseas within DTS are reported
monthly to the Foreign Trade Division, Bureau of Census, DoC, by the MILDEP or
Implementing Agency sponsoring the sale. The Census Bureau Shipment Report (CBSR)
assures compliance with conditions under which exemptions are granted and satisfies the export
data requirements of the U.S. DoC.

C3.5.4. Purchaser-Sponsored Shipments of FMS Materiel

C3.5.4.1. Export License Requirements for Purchaser-Sponsored Shipments. An export
license is not required when FMS materiel is transferred; however, ITAR Form DSP-94 (Figure
C3.F2.) must be used to export these shipments. A DSP-94 must be accompanied by a signed
and implemented LOA. Table C7.T3. outlines responsibilities for FMS purchasers and their
freight forwarders. To use a DSP-94, a freight forwarder must: be registered with the DoS,
Directorate of Defense Trade Controls; file a letter with the Directorate of Defense Trade
Controls from the foreign embassy or Government appointing them as a forwarding agent for
that Government's shipments; file a statement with the Directorate of Defense Trade Controls
assuming full responsibility for compliance with reference (n); and have a security clearance
issued by DSS if it is to handle classified consignments. If a foreign purchaser acts as its own
freight forwarder, it must register with the Directorate of Defense Trade Controls and file a
statement that it shall comply with reference (n). If the materiel involves classified articles or
data, a cleared courier or escort and a Transportation Plan is required. See 22 CFR 126.6
(reference (n)) for requirements.

C3.5.4.2. U.S. Customs Clearance Requirements for Purchaser-Sponsored Shipments.
The purchaser must obtain customs clearances for FMS materiel exported from the United States
by its freight forwarder or other non-DTS means. The purchaser's representative or freight
forwarder prepares the SED. SEDs must be filed with and authenticated by the District Director

69 CHAPTER 3



DoD 5105.38-M, October 3, 2003

of Customs at the port of exit. Laws and regulations concerning export declarations are found on
the reverse side of Department of Commerce Form 7525-V, and in 22 CFR 123.9, 123.22,
123.25, and 126.6 (reference (n)). A SED is required for the following types of shipments.

C3.5.4.2.1. All exports of materiel made through or by the FMS purchaser's freight
forwarder or other designated agent.

C3.5.4.2.2. Pilot pick-up of materiel by the purchaser's military aircraft or purchaser-
chartered civilian aircraft at a CONUS DoD-controlled aerial port of embarkation (APOE).

C3.5.4.2.3. Export by purchaser-owned or chartered ocean vessel, or by FMS
country-procured space aboard commercial vessel picking up cargo at CONUS DoD-controlled
water port of embarkation (WPOE).

C3.5.4.3. Overseas Customs Clearance Requirements for Purchaser-Sponsored
Shipments. The purchaser is responsible for obtaining overseas customs clearances and for all
actions and costs associated with customs clearances for deliveries of FMS materiel using
commercial means to a purchaser's port of discharge (including delivery to third countries).

C3.5.4.4. Reporting of Non-DTS Exports for Purchaser-Sponsored Shipments. All
exports of FMS materiel from the United States shall be reported to the U.S. DoC as required by
current Federal statutes or regulations.

C3.5.4.5. Purchaser-Sponsored Shipments of Classified FMS Materiel. If a purchasing
country proposes to take possession of classified defense articles identified in 22 CFR Part 121
(reference (n)), purchased under the FMS program within the United States, it must obtain an
export authorization (e.g., see 22 CFR Part 125 (reference (n)) regarding licensing of technical
data) from the DoS in accordance with the ITAR. Classified defense articles are only licensed
using a Form DSP-85 (Figure C3.F3.), an approved manufacturing or technical assistance
agreement, or an exemption.

C3.5.4.5.1. Transportation Plan for Purchaser-Sponsored Shipments. The applicable
LOA must contain the requirement for a Transportation Plan, describe the specific
responsibilities for preparing the Transportation Plan, and provide a generic description of the
transfer arrangements and nationality of freight forwarders and carriers to be used, all of which
shall be consistent with DoD 5200.1-R (reference (x)) and DoD 5220.22-M (reference (m)).
While the transfer procedures may be included in the LOA when Government-owned
transportation is used, a Transportation Plan is always required for the use of any commercial
carrier. The consignment shall be accompanied by a courier or escort who possesses a personal
security clearance at least at the classification level of the consignment. The security office that
supports the FMS Case Manager provides assistance and ensures that the arrangements are in
compliance with DoD policy. FMS shipments are not released until the supporting security
office verifies that the transfer arrangements meet DoD standards. The FMS Case Manager
provides the DSS advance copies of all Transportation Plans that involve U.S. defense
contractors, freight forwarders, or commercial carriers. These plans are provided for information
purposes and are to be used by the addressees as a means to clarify their role and responsibilities
in the transfer process. The Transportation Plan must be completed and approved before
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delivery of the item. A copy of the plan must be included in the case file. Figure C3.F4.
summarizes the Transportation Plan requirements. Figure C3.F5. is a sample format for the
Transportation Plan as provided in the International Program Security Handbook (reference

(ah)).

C3.5.4.5.2. Foreign Government Representative. Classified material may be released
only to a person who has been designated by the purchasing Government in writing as its
Designated Government Representative (DGR) or as its transfer agent (e.g., freight forwarder)
that is used for onward movement to the point where custody of the shipment is assumed by the
Government’s DGR. A freight forwarder or commercial carrier cannot act as the purchasing
Government’s DGR; they are only transfer agents. The Military Assistance Program Address
Directory (MAPAD) (reference (t)) may be consulted for the verification of freight forwarders
that have been approved to handle classified shipments. However, the shipping activity verifies
security clearances of U.S. cleared freight forwarders and carriers and their personnel with the
DSS prior to releasing a shipment to them. The identity of the transfer agent, carrier, and DGR
is included in the Transportation Plan or in the Notice of Consignment for individual shipments
(see Figure C3.F4.). The identity of the person who signs for the shipment may also be
contained in the shipping activity’s Notice of Availability, but must be in the Transportation Plan
or Notice of Consignment. Each entity that has custody of a classified shipment shall be
required to sign a receipt for the shipment, regardless of the security classification, and a copy of
each receipt is returned to the shipping activity.

C3.5.4.6. Purchaser-Sponsored Shipments of Commercially-Purchased Materiel

C3.5.4.6.1. Export License and Customs Clearance Requirements for Purchaser-
Sponsored Shipments of Commercially-Purchased Materiel. Commercial exports made by a
foreign Government or its freight forwarder require an export license and SED. The U.S.
vendors involved in the direct commercial sale (DCS) must obtain the export license (i.e., a DSP-
5 for permanent exports or a DSP-73 for temporary exports).

C3.5.4.6.2. Classified Shipments under Direct Commercial Sales (DCS) for
Purchaser-Sponsored Shipments of Commercially-Purchased Materiel. Classified shipments
resulting from DCS must comply with the same security standards that apply to FMS contracts.
Prior to consummation of a DCS contract that results in the shipment of classified material,
contractors must consult with the purchasing Government and the DSS Cognizant Security
Office to obtain approval of the contractor-prepared Transportation Plan. In the event the
defense contractor is unable to make suitable arrangements for shipment of classified material
procured under a DCS contract, the contractor should advise the purchaser to make appropriate
DTS shipment arrangements under an FMS LOA.

C3.5.4.6.3. EMS Credit Financed Direct Commercial Contracts. DSCA approval of
Foreign Military Financing (FMF) for a DCS contract does not relieve the exporter from
obtaining required export licenses, nor imply automatic USG approval of such licenses when
requested.
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C3.5.5. Temporary Imports

C3.5.5.1. Temporary Import of Unclassified Defense Articles. A Temporary Import
License, ITAR Form DSP-61 (Figure C3.F6.) is required for the import and re-export from the
United States of unclassified defense articles that are not associated with an FMS Repair and
Return or similar program pursuant to an executed FMS case. The Transportation Plan that is
prepared for the initial sale will include instructions and requirements for imports for Repair and
Return. See 22 CFR part 123.4 (reference (n)) for more information.

C3.5.5.2. Temporary Import of Offshore Procurements. Materiel procured outside of the
United States under USG and DoD procurement actions for the FMS program must be imported
and exported under a DSP-61 if it passes through the United States en route to the purchasing
country unless an exception under 22 CFR part 123.4 (reference (n)) applies (there are additional
exceptions for Canada and Mexico under 22 CFR parts 123.19 and 126.5 (reference (n)). The
DSP-61, filed by the purchaser or its agent, is required whether the materiel is imported or
exported intact or is incorporated into another defense article that is subsequently exported to the
purchasing country.

C3.5.5.3. Temporary Import of Defense Articles for Repair. Articles temporarily
imported to the United States for overhaul, repair, modification, etc., under an LOA are exempt
from the DSP-61 requirement. When it is anticipated that articles will be returned to the United
States for overhaul, repair, or modification, the import requirements shall be included in the
Transportation Plan or LOA for the original sale. The purchaser or its agent is responsible for
filing documentation with U.S. Customs upon entry of Repair and Return materiel into the
United States. This documentation (e.g., Customs Form 3461, 7512, etc.) must contain the
statement,

“This shipment is being imported in accordance with and under the authority of
22 CFR part 123.4(a)(subsection )”

and include a complete list and description of the defense articles being imported. The
description includes quantity and value in U.S. dollars. When the materiel is subsequently re-
exported, the purchaser or its agent must submit a SED to the District Director of U.S. Customs
that cross-references to the import documentation. The SED or an attachment must also contain
the statement, “22 CFR (section ) and 22 CFR part 120.1(c) applicable.” Shipments moved
via the DTS do not require import or export processing with U.S. Customs. Implementing
Agencies preparing LOAs for Repair and Return programs include a note (see Chapter 5, Table
C5.T5.) indicating the requirement for the foreign country to report imports and exports made
under the LOA to U.S. Customs.

C3.5.5.4. Temporary Imports of Defense Articles Without Subsequent Export of the
Same Article. Under 22 CFR part 123.4(b) (reference (n)), a license is not required for the
temporary import (but not the subsequent export) of unclassified defense articles that are to be
incorporated into another article; or modified, enhanced, upgraded, altered, improved or serviced
in any other manner that changes the basic performance or productivity of the article. A DSP-5
is required for the re-export of these enhanced defense articles unless FMS exceptions apply.
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C3.5.6. Permanent Imports. The Department of Justice, Bureau of Alcohol, Tobacco,
Firearms, and Explosives (BATFE), pursuant to the AECA and implementing federal
regulations, regulates the permanent import of defense articles, as listed in the United States
Munitions Import List (based on the USML). Imports of defense articles into the United States
require an approved permit issued by BATFE.

C3.5.7. Contractor Proposals and Presentations. Policy and procedures for DoS approval
regarding sales proposals or presentations of Significant Military Equipment (SME) are in 22
CFR part 126.8 reference (n). These requirements do not apply to SME that has been approved
for sale under FMS.

C3.5.7.1. Export License Requirement. If marketing efforts involve the disclosure of
technical data or temporary export of defense articles, the contractor must obtain the appropriate
export license.

C3.5.7.2. Prior Approval for Contractor Presentations and Proposals. DoS approval
must be obtained before any marketing efforts for sales that meet ALL of the following criteria:
SME valued at $14 million or more; end-use by foreign armed forces other than NATO
countries, Australia, New Zealand, or Japan; export of any defense article or the furnishing
abroad of any defense service including technical data; and identical SME has not been
previously licensed for permanent export or approved for sale under the FMS program. This
prior approval permits the contractor to conduct unclassified discussions and propose a sale of a
specific item of SME to a particular country.

C3.5.7.3. Advance Noatification for Contractor Presentations and Proposals. When the
identical equipment meets the first three conditions in subparagraph C3.5.7.2. and has not been
previously licensed for permanent export or approved for sale under the FMS program to any
foreign country, the contractor must notify the DoS in writing at least 30 days in advance of the
proposal or presentation.

C3.5.7.4. Prior Approval for Manufacturing Licensing Agreements (MLA) and
Technical Assistance Agreements (TAA). Prior approval must be obtained for all proposals to
enter a MLA or TAA with a foreign country for the production or assembly of SME. An MLA
or TAA is not required during the period in which the FMS ca